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1  Overview 

1.1 What is this software? 

DCS brings you specialized client backup software, namely OBM, to provide a 

comprehensive backup solution for protecting file(s) / folder(s) on your machine and extend 

protection to both Android and iOS mobile devices, with a wide variety of backup destinations 

(major cloud storage service providers, FTP/SFTP, local drive, etc.) of your choice.  

1.2 System Architecture 

Below is the system architecture diagram illustrating the major elements involved in the 

backup process among the backup machine OBM, DCS Mobile app and DCS CBS. 

NOTE 

The first mobile backup may take up a few hours to back up all the photos and videos from your 

device. Subsequent backups will take less time. Please do the following for the first mobile backup to 

prevent any interruption during backup process: 

¶ For Android, disable screen lock or timeout 

¶ For iOS, disable auto-lock 

¶ Turn off all power saving modes 

¶ Connect to power source 

 

1.3 Mobile Backup Server 

Starting with OBM v8.5.0.0, the Mobile Backup Server (MBS) will be utilized to handle mobile 

backup and restore of DCS Mobile app.  It is an integral part of OBM. 

System Diagram 

The Mobile Backup Server (MBS) will be activated automatically when a mobile device 

installed with the DCS Mobile app is successfully registered for mobile backup with OBM.  

Afterwards, it will be automatically restarted whenever the OBM services is restarted or when 

the OBM machine is rebooted or powered on.  The MBS will be deactivated when all mobile 

devices have deregistered from the mobile backup settings and the OBM services is restarted. 

The MBS will use the following port ranges, TCP Port: 54000 to 54099, UDP Port: 54200 to 

54299, Protocol: Http, for the request of DCS Mobile app. 

The default TCP and UDP ports are 54000 and 54200, if these ports are already in use by 

other applications or services, then the MBS will automatically acquire another port. 

The actual TCP and UDP port can be seen on OBM when pairing a mobile device for mobile 

backup. 
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Photos and videos are stored either in mobile deviceôs internal memory or SD Card. These 

are selected as backup source using the DCS Mobile app and will be backed up to the local 

destination of a DCS machine, that can be a Hard Drive, Flash Drive, and/or Network Drive in 

their ORIGINAL format unencrypted. For Android, photos and videos will retain all EXIF. 

While for iOS, photos and videos will retain most of the EXIF including, capture date, location, 

and lens. 
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If storage of photos and videos to a predefined destination is required, then this can be done 

using OBM to perform a secondary backup and restore of the photos and videos on the local 

drive to the predefined destination. 

To backup and restore photos and/or videos from the DCS Mobile app to OBM then DCS 

CBS and/or Predefined Destination is a two-step process. 

1st: Backup of photos and/or videos from DCS Mobile app to OBM local destination.     

2nd: Create a File backup set using OBM, using the local backup destination as the backup 

source, and then backup this backup set to DCS CBS and/or Predefined Destination. 

 

1.4 Two-Factor Authentication 

New two-factor authentication implemented on OBM v8.5.0.0 onwards, to include support for 

TOTP (Time-based One-time Password)  and Push notification authentication using the DCS 

Mobile app to provide additional security for the user login process.  Since aside from logging 

in with just a username and password, if two-factor authentication is enabled for the account, 

there will be an added step that is needed to be able to login.    

Upon initial login to OBM, you will have an option to setup two-factor authentication or skip 

the setup and do it later.  If you continue the setup of two-factor authentication, it will be 

automatically enabled for your account.  Several mobile devices may be added for 

authentication.   

For logins with two-factor authentication enabled, you will be asked to select the method that 

you would like to use.  This depends on the authenticator app used, you will either accept the 

login request in the DCS Mobile app or enter a one-time password generated in the third-

party TOTP authenticator app such as Google Authenticator, Microsoft Authenticator, 

LastPass etc.    

  

This illustrates the registration of mobile devices for Two-Factor Authentication. 

 

 must be 12.0.0 or above. 
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2  Requirements for OBM on Windows 

2.1 Hardware Requirements 

Refer to the link below for details of the minimum and recommended requirements for 

installing OBM: 

FAQ: DCS Hardware Requirement List (HRL) for version 8.1 or above  

2.2 Software Requirements 

Refer to the following article for the list of compatible operating systems and Hyper-V 

platforms: 

FAQ: DCS Software Compatibility List (SCL) for version 8.1 or above 

Refer to the following article for the list of compatible operating system for OpenDirect and 

Granular Restore:  

FAQ: DCS Software Compatibility List (SCL) for Granular and OpenDirect Restore 

2.3 Antivirus Exclusion Requirement 

To optimize performance of OBM on Windows, and to avoid conflict with your antivirus 

software, refer to the following wiki article the list of processes and directory paths that should 

be added to all antivirus software white-list / exclusion list: https://wiki.DCS 

.com/doku.php?id=public:8014_suggestion_on_antivirus_exclusions 

NOTE 

The bJW.exe process is automatically added to Windows Defender exclusion list for Windows 10 and 

2016 / 2019, during installation / upgrade via installer or upgrade via AUA.  

For mobile backups, the mobile backup destination must also be added to all antivirus 

software white-list / exclusion list. 

2.4 Upgrade VMware Tools Requirement 

To avoid unexpected java crash, if the Windows machine is a guest VM hosted on a VMware 

Host then it is highly recommended that the VMware tools version installed on the guest VM 

must be 10.0.5 or above. 

Below is the warning message that will be displayed if the version of the VMware Tools is less 

than 10.0.5. 

 

NOTE 

For more information about the upgrade of VMware Tools, refer to this article 

https://wiki.DCS .com/doku.php?id=public:5288_DCS 

obc_crash_on_vm_with_vmware_tools_pre-10.0.5. 

https://wiki.ahsay.com/doku.php?id=public:8000_faq:ahsay_hardware_requirement_list_hrl_for_version_8.1_or_above
https://wiki.ahsay.com/doku.php?id=public:8001_faq:ahsay_software_compatibility_list_scl_for_version_8.1_or_above
https://wiki.ahsay.com/doku.php?id=public:5250_faq:ahsay_software_compatibility_list_scl_for_granular_and_opendirect_restore
https://wiki.ahsay.com/doku.php?id=public:8014_faq:suggestion_on_antivirus_exclusions&s%5b%5d
https://wiki.ahsay.com/doku.php?id=public:8014_faq:suggestion_on_antivirus_exclusions&s%5b%5d
https://wiki.ahsay.com/doku.php?id=public:5288_ahsayobc_crash_on_vm_with_vmware_tools_pre-10.0.5
https://wiki.ahsay.com/doku.php?id=public:5288_ahsayobc_crash_on_vm_with_vmware_tools_pre-10.0.5
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2.5 Temporary Directory Requirements 

The temporary directory is used for various purposes, such as storage of temporary spooled 

file (for database specific backup type in OBM), remote file list, local file list, temporary delta 

file and other files of temporary nature. 

It is strongly recommended to use a local drive instead of a network drive to ensure optimal 

backup/restore performance. 

2.6 Network Drive Requirements 

The login accounts for network drives must have read and write access permission to ensure 

that backup and restore would be successful. 

2.7 Firewall Settings 

Make sure that your firewall settings allows network traffic through the following domain 

and/or ports: 

 For OBM to function correctly must allow outbound connections to *.DCS .com via port 

80 and 443. 

 For mobile backup inbound / outbound network traffic must be allowed through the 

following default ports: HTTP port: 54000 and UDP port: 54200. 

2.8 Network Bandwidth 

10 Mbps or above connection speed. 

2.9 Limitations 

Enhanced Network Drive Support 

 For network drives which have not been already setup or mapped in Windows. 

 Temporary folder location is not supported with individual login credentials but can still be 

setup separately using existing Windows User Authentication login.   

 It also does not support Pre-Backup and Post-Backup Commands. 

 Not supported on ñRestore Raw fileò and ñRestore to local computerò options. 

 Not supported for mobile backup destinations. 

 

2.10 Best Practices and Recommendations 

3.12.1 Periodic Backup Schedule 

The periodic backup schedule should be reviewed regularly to ensure the interval is 

sufficient to handle the data volume on the machine. Over time, data usage pattern 

may change on a production server, i.e., the number of new files created, the number 

of files which are updated/delete, new users may be added etc. 

When using periodic backup schedules with small backup intervals such as backup 

every 1 minute, 2 minutes, 3 minutes etc. although the increased backup frequently 
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does ensure that changes to files are captured regularly which allows greater 

flexibility in recovery to a point in time. 

Consider the following key points to efficiently handle backup sets with periodic 

backup schedule. 

¶ Hardware ï to achieve optimal performance, compatible hardware requirements 

is a must. Ensure you have the backup machineôs appropriate hardware 

specifications to accommodate frequency of backups, 

o so that the data is always backed up within the periodic backup interval 

o so that the backup frequency does not affect the performance of the 

production server 

¶ Storage ï ensure you have enough storage quota allocated based on the amount 

of new data and changed data you will backup. 

Retention Policy ï also make sure to consider the retention policy settings and 

retention area storage management which can grow because of the changes in the 

backup data for each backup job. 

2.12.2 Set up of both Periodic and Continuous Backup Schedule 

On a Windows platform, although it is possible to setup both Periodic backup 

schedule and Continuous backup schedules on a File backup sets, it is recommended 

to only use one schedule as only one schedule backup job can run at any one time. 

For example, a backup job is started by the Periodic backup schedule and is running, 

if a Continuous backup is scheduled to run, the backup job will be skipped and vice 

versa. 

2.12.3 Periodic Backup Schedule vs. Continuous Backup Schedule 

The following table shows the comparison between a periodic and continuous backup 

schedule. 

Features 
Periodic Backup 

Schedule 
Continuous Backup 

Schedule 

Will run whether or not a change on 
the backup source is made   

Run Retention Policy after backup 
  

Exclude system files from the backup 
  

Only apply to files smaller than (MB) 
size   

Exclude Filter 
  

Supported on all operating systems 
(i.e. Windows, MacOS, Linux, 
FreeBSD, QNAP, and Synology) 

 

Only supported on 
Windows operating 
system 

Supports all backup set types 
 

Only supports File 
Backup Sets 
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2.12.4 Temporary Directory Folder Location 

Temporary directory folder is used by OBM for storing backup set index files and any 

incremental or differential backup files generated during a backup job. 

To ensure optimal backup/restoration performance, it is recommended that the 

temporary directory folder is set to a local drive with sufficient free disk space. 
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3  Get Started with OBM 

This quick start guide will walk you through the following 6 major parts to get you started with using 

OBM.  

 
Download and Install 
Download and install OBM 

on your Windows machine 

Launch the App 

Launch and log in to OBM 

Setup 2FA and/or Mobile Backup  
Register mobile device for 2FA and/or  

mobile backup (optional) 

Create a Backup Set 
Create a backup set according to 

your preference 

Run Backup Jobs 

Run the backup job to backup data 

Restore Data 

Restore backed up data to your system 
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4  OpenDirect Restore 

4.1 What is OpenDirect Restore? 

OpenDirect restore is an additional restore options for restoring files from a Windows File 

backup set. The OpenDirect restore method makes use of the granular restore technology to 

make selective restore of individual files from a large compressed or image file, for example 

zip, RAR, ISO files, without the need to restore the compressed or image file first, to give you 

a fast and convenient file restore solution.  

During the OpenDirect restore process, the files/folder can be viewed and/or copied from the 

Windows File Explorer on the Windows machine you are performing the restore. OpenDirect 

restore is only supported on File backup sets created and backed up using OBM on Windows 

platform with OpenDirect restore feature enabled. 

IMPORTANT 

OpenDirect restore requires an additional OpenDirect / Granular Restore add-on module 

license to work. Contact your backup service provider for further details. 

 

 

4.2 Benefits of using OpenDirect Restore 

Comparison between OpenDirect File Restore and Traditional File Restore 

OpenDirect Restore 

Introduction 

OpenDirect restore allows you to quickly access individual files from a large compressed or 

image file by viewing and/or copying files from the file explorer on the Windows you are 

performing the restore, without having to fully restore the whole compressed or image file first.  

Pros 

Restore of Entire 

Compressed File 

Not Required 

As opposed to the traditional restore where you have to restore the entire 

compressed or image file first before you can access any individual file in it, 

OpenDirect restore allows you to view and download individual files from a 

compressed or image file, without having to restore compressed file or 

image file first. 

Ability to Restore 

Selected Files 

When restoring a large compressed or image file, sometimes, you may only 

need to restore individual file(s) out of the entire file, therefore, OpenDirect 

restore gives you the flexibility to restore selective file(s) quickly, so it saves 

you time and effort to achieve your restore goal. 

Cons 
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No Encryption 

and 

Compression 

To ensure optimal restore performance, the backup of the files in an 

OpenDirect file backup set will NOT be encrypted and compressed, 

therefore, you may have to take these factors in consideration when 

selecting this restore option. 

 
 

Traditional Restore 

Introduction 

The traditional restore method restores the entire compressed file or image file. Backed up data 

can only be accessed when complete restore is performed.  

Pros 

Backup with 

Compression and 

Encryption  

Backup file(s) are compressed, therefore in smaller file size, and 

encrypted before being uploaded to the backup destination.  

Cons 

Slower Recovery 

As the entire compressed or image file must be restored before you can 

access any individual files, restore time could be long if the file size is 

large 

4.3 Requirements 

4.4.1 Supported Backup Modules 

OpenDirect restore is only supported on File backup sets created and backed up 

using OBM on Windows platform with OpenDirect restore feature enabled 

4.4.2 License Requirements 

An OpenDirect / Granular restore add-on module license is required per backup set 

for this feature to work. Contact your backup service provider for more details 

4.4.3 Backup Quota Storage 

As compression is not enabled for OpenDirect file backup sets, to optimize restore 

performance the storage quota required will be higher than non-OpenDirect file 

backup sets. Contact your backup service provider for details 

4.4.4 Windows Operating System 

OBM must be installed on a 32 bit or 64-bit Windows Operating System as libraries 

for OpenDirect only supports Windows platform.  

Windows 2008 R2 SP1 or above Windows 2012 Windows 2012 R2 

Windows 2016 Windows 7 SP1 or above Windows 8 

Windows 8.1 Windows 10 Windows 2019 

4.4.5 Available Spare Drive Letter 
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One spare drive letter must be available on the Windows machine for the OpenDirect 

restore process, as the compressed file or image is mounted on Windows as a logical 

drive. OBM will automatically take the next available drive letter in alphabetical order 

for the compressed or image file.  

NOTES 

1. The Windows drive letters A, B, and C are not used by OpenDirect restore. 

2. The OpenDirect restore assigned drive letter(s) will be released once you exit from 
OBM UI.  

4.4.6 Network Requirements 

Recommended minimum network speed is at least 100Mbps download speed.  

The network bandwidth requirements will increase in proportion to the size of the 

compressed file/image and or the incremental delta chain length to ensure optimal 

performance. Working with limited network bandwidth may severely affect the 

granular restore performance.  

You can use an online network speed test website (e.g., www.speedtest.net) to get 

an idea of the actual bandwidth of the machine 

 

 

4.4.7 Other Dependencies 

The following dependencies are restore-related. Therefore, they will be checked by 

OBM only when an OpenDirect restore is performed. Absence of these elements will 

not affect the backup job but would cause the restore to fail.  

 Microsoft Visual C++ 2015 Redistributable (x86) / (x64) 

https://www.microsoft.com/en-us/download/details.aspx?id=48145  

 Update for Universal C Runtime in Windows  

https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-

in-windows 

 For Windows 7 and Windows Server 2008 R2 only  

Microsoft Security Advisory 3033929  

https://technet.microsoft.com/en-us/library/security/3033929.aspx 

4.4.8 Permissions 

The Windows login account used for installation and operation of the OBM client 

machine requires Administrator privileges.  

 

http://www.speedtest.net/
https://www.microsoft.com/en-us/download/details.aspx?id=48145
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows
https://technet.microsoft.com/en-us/library/security/3033929.aspx
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5  Download and Install OBM 

There are two installation modes of OBM, online installation and offline installation. Below is the table 

of comparison between online installation and offline installation. 

 Online Installation Offline Installation 

Installation 

Time 

ü Takes more time as it needs to 

download the binary and 

component files (80MB to 132MB 

depending on operating system) 

each time the installation is run. 

ü Online installer size is 6KB to 

3.5MB depending on operating 

system as it contains only the initial 

installation package files. 

ü Takes less time as all the 

necessary binary and component 

files are already available in the 

offline installer and offline installer 

can be downloaded once but 

reused many times. 

ü Offline installer size is 50MB to 

195MB depending on operating 

system as it contains all the 

necessary binary and component 

files. 

Deployments ü Suitable for single or small amount 

of device installations. 

ü Suitable for sites with fast and 

stable internet connection as 

internet connection is needed each 

time when an installation is run. 

ü A slow internet connection will 

result in longer installation time and 

interrupted, or unstable internet 

connection may lead to 

unsuccessful installation. 

ü Ensures the latest version of the 

product is installed. 

ü Suitable for multiple or mass 

device installations. 

ü Suitable for client sites with 

metered internet connections as 

once the offline installer is 

downloaded, internet connection is 

not needed each time when an 

installation is run. 

ü May need to update the product 

version after installation if an older 

offline installer is used. 
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6.1 Download OBM 

1. In a web browser, click the blue icon on the top right corner to open the download page 

for the OBM installation package file from your backup service providerôs website.  

 

2. In the Windows section under the OBM tab of the download page, you can choose 

between two installation methods: 

¶ Online installation using EXE online installer 

¶ Offline installation using ZIP offline installer 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

www. dcsbackup .co m                                                                                               
14   

6.2 Install OBM 

6.2.1 Online Installation using EXE online installer 

1. Go to the download page of your backup service providerôs website and download the 

OBM EXE online installer. 

 

 

2. Double-click the icon of the OBM installation package .exe file you have downloaded. 
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3. Click Run Anyway when you see this message. 

 

4. The following dialog box will appear only if User Account Control is enabled. Click 

Continue to start the installation. 
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5. Click Next to continue. 

 

6. Select I accept the agreement after reading the license agreement, then click Next 

to proceed. 
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7. Choose the installation directory. Then, click Next to continue. 

 

8. Select the program group to which the software will be installed.  The default setting 

is ñAnyone who uses this computerò.  The following are the difference between the 

two settings: 

¶ Anyone who uses this computer ï the OBM System Tray icon will be 

available to all Windows users and backup notifications will be displayed on 

the Windows System Tray.  For more information, please refer to Chapter 

8.11 System Tray. 

¶ Me Only ï the OBM System Tray icon will not be available and backup 

notifications will not be displayed on the Windows System Tray. 

NOTE 

Once the program group setting has been chosen and the installation completed; if you need 

to change the setting, this will require an uninstallation and re-installation of the application.    
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Click Next to proceed. 

 

8. The installation will start after you click Install.  
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9. The component files will be downloaded first during installation. 

 

10. Click Finish to complete the installation.  
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6.2.2 Offline Installation using ZIP offline installer 

1. Go to the download page of your backup service providerôs website and download the 

OBM ZIP offline installer. 

 

 

2. Extract the offline installation package file (obm-win.zip) you have downloaded. 
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3. Select a destination and extract files. 

 

4. Launch the installer named obm-win you have extracted from the zip format file.  

 

5. Click Run when you see this message. 
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6. The following dialog box will appear only if User Account Control is enabled. Click 

Yes to start the installation. 

 

7. Click Next to continue. 
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8. Select I accept the agreement after reading the license agreement. Then, click Next 

to proceed. 

 

9. Choose the installation directory. Then, click Next to continue. 

 



     

 

www. dcsbackup .co m                                                                                               
24   

10. Select the program group to which the software will be installed.  The default setting 

is ñAnyone who uses this computerò.  The following are the difference between the 

two settings: 

¶ Anyone who uses this computer ï the OBM System Tray icon will be 

available to all Windows users and backup notifications will be displayed on 

the Windows System Tray.  For more information, please refer to Chapter 

8.11 System Tray. 

¶ Me Only ï the OBM System Tray icon will not be available and backup 

notifications will not be displayed on the Windows System Tray. 

NOTE 

Once the program group setting has been chosen and the installation completed; if you need to 

change the setting, this will require an uninstallation and re-installation of the application.    

Click Next to proceed. 
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11. The installation will start after you click Install.  

 

12. Click Finish to complete the installation.  
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6.3 OBM Services 

The OBM Services is a key component which regulates and controls several important 

functions on OBM. 

Function Description 

Scheduled Backups Ensures that backup jobs which are setup to run at a certain 

date and/or time are started. 

Continuous Backups 

(Windows platform only) 

Ensures that Continuous backups are run according to the 

backup interval. 

Mobile Backup Server 

(MBS) 

Ensures that registered mobile devices can perform 

backups to OBM. 

The MBS will be activated when a mobile device is 

registered for mobile backup on OBM. 

The MBS will be deactivated when all mobile devices have 

been deregistered from the  mobile backup settings and the 

OBM services is restarted. 

Therefore, it is very important to ensure the OBM Services are running after: 

 a new OBM installation 

 an OBM software update 

 the machine was rebooted 

 the machine is powered on 

 the machine wakes up from hibernation or standby mode 

Otherwise, all of the functions above will stop working. 
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To check if the OBM Scheduler Service is running properly on the local machine, go to start 

menu and search for Services.      

                                      

Look for the DCS Online Backup Manager Services on the list. The status should be 

ñRunningò, and the Startup Type should be ñAutomaticò. 

 

 



     

 

www. dcsbackup .co m                                                                                               
28   

7  Start OBM 

Starting with OBM v8.5.0.0, you will find two new features introduced with this latest version which are 

the Mobile Backup and Two-Factor Authentication. With these new features there are several 

scenarios that will be encountered for first time login if, Mobile Backup and/or Two-Factor 

Authentication are enabled on the user account. Login steps for the different scenarios will be 

discussed in this chapter. 

7.1 Login to OBM without 2FA 

To login to OBM without two-factor authentication, here are the three scenarios: 

 Initial login to OBM with no 2FA and no Mobile Add-on Module 

 Initial login to OBM  with no 2FA and with Mobile Add-on Module 

 Subsequent login to OBM with no 2FA 

7.1.1 Initial login to OBM with no 2FA and no Mobile Add-on Module 

When logging in to OBM for the first time pre-v8.5 login sequence, please follow the 

steps below: 

1. A shortcut icon of OBM will be available on your desktop after installation. 

Double-click the icon to launch the application.  

 

2. The Free Trial Registration menu may be displayed when you login for the first 

time.  If you want to create a free trial account please proceed to Appendix E.  

Otherwise, click Login if you already have an OBM account. 
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3. Click Show advanced option to enter the backup server settings provided by 

your backup service provider. Then, click OK to save the changes. 

 

4. Enter the login name and password of your OBM account provided by your 

backup service provider. Then, click OK to login.  
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5. After successful login, the following screen will appear.   
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8  OBM Overview 

 

 

 

 

OBM main interface has nine (9) icons that can be accessed by the user, namely: 

 Profile 

 Language 

 Information 

 Backup 

 Backup Sets 

 Report 

 Restore 

 Settings 

 Utilities 

 

 

Profile Language Information 
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8.1 Profile 

The Profile icon shows the settings that can be modified by the user. The features that will be 

shown will depend on if the user accounts was using Twilio Two-Factor Authentication in prior 

to upgrading to v8.5.0.0 or above and continues to use Twilio. 

 

There are seven (7) available features: 

 General 

 Contacts 

 Time Zone 

 Encryption Recovery 

 Password (Only shown for backup accounts created prior to OBM v8.5.0.0 and using 

Twilio for two-factor authentication.) 

 Authentication 

 Security Settings (Only shown for backup accounts created prior to OBM v8.5.0.0 and 

using Twilio for two-factor authentication.) 

8.1.1 General 

The General tab displays the userôs information. 

 

Control Description 

Login name Name of the backup account. 

Display name Display name of the backup account upon logging in to the 

DCS CBS User Web Console. 
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This will be the General tab for old backup account using Twilio for two-factor 

authentication. 

 

Control Description 

Login name Name of the backup account. 

Display name Display name of the backup account upon logging in to the 

DCS CBS User Web Console. 

Time The date and time the user last logged in. 

IP address The IP address used to login. 

Phone number (MFA) The phone number where sms authentication will be sent 

when 2FA is enabled. 

Browser / App The browser or app used to login in to DCS CBS User Web 

Console or OBM. 
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8.1.2 Contacts 

This refers to the contact information of the user.  You can also add multiple contacts or 

modify existing contact information. Having this filled in will help in sending backup and 

daily reports and even recovered backup set encryption key in case it was forgotten or 

lost. 

 

To add a new contact, follow the instructions below: 

1. Click the [+] plus sign to add a new contact.                                                          

 

2. Complete the following fields then click the [OK] button to return to the main screen.    

¶ Name 

¶ Email 

¶ Address 

¶ Company 

¶ Website 

¶ Phone 1 

¶ Phone 2 
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3. Click the [Save] button to store the contact information.  
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8.1.3 Time Zone 

The time zone indicated. 

 

To modify the time zone, follow the instructions below: 

1. Select from the dropdown list.                                                          

 

2. Click the [Save] button to save the updated time zone. 
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8.1.4 Encryption Recovery 

Backup set encryption key can be recovered by turning this feature on. 

NOTE: This option may not be available. Please contact your backup service provider for 

more details. 

 

8.1.5 Password 

Login password can be modified anytime. Tick the [Save Password] box to bypass the 

password entry upon opening the OBM.   
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To modify the password, follow the instructions below: 

1. Click [Change Password].                                                            

 

2. Enter the current password, then click [Next]. 

 

3. Enter the New Password and re-enter, then click the [OK] button to return to the main 

screen.   

                     

4. Click the [Save] button to store the updated password. 
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8.1.6 Authentication 

You can use the Authentication function to: 

 Change the ñPasswordò. 

 Enable or disable the ñTwo-Factor Authenticationò. 

 Add one or more device(s) registered for Two-Factor Authentication (2FA). 

NOTE 

Please refer to the DCS Mobile App User Guide for Android and iOS ï Chapter 6.3.1 

for the detailed step-by-step procedure. 

 Remove one or more device(s) registered for Two-Factor Authentication (2FA). 

 View details of the ñLast Successful Loginò for Password Lock and Two-Factor 

Authentication (2FA). 

NOTE 

For Two-Factor Authentication (2FA), you can register your mobile device on both DCS Mobile app 

and a third-party authenticator apps (e.g., Authy, Duo, Google Authenticator, Microsoft 

Authenticator, and LastPass Authenticator). 

 

http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf


     

 

www. dcsbackup .co m                                                                                               
40   

Password 

Login password can be modified anytime. Tick the Save Password box to bypass the 

password entry upon opening the OBM. 

 

To change the password, follow the instructions below: 

1. Click the Change Password. 
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2. Enter the current password. 

 

3. Enter the new password and re-enter it for authentication purposes. Click OK to return 

to main screen. 
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4. Click Save to store the settings. 
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Two-Factor Authentication 

To enable the two-factor authentication feature, follow the instructions below: 

NOTE 

The DCS Mobile app or a third-party authenticator apps is needed for 2FA. 

1. Go to Settings > Authentication > Two-Factor Authentication.  

 

2. Swipe lever to the right to turn it on. 

For the detailed step-by-step procedure on how to add a mobile device, please refer to 

DCS Mobile App User Guide for Android and iOS ï Chapter 6.3.1 

 

http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf
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To remove a mobile device, follow the instructions below: 

1. Click the [X] button on the left side of the registered mobile device. 

 

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No. 
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3. Mobile device is successfully removed. 

 

To disable the two-factor authentication feature, follow the instructions below: 

NOTE 

Sliding the switch to right hand side will only turn off the two-factor authentication but it will 

not automatically delete the registered mobile device(s) for Two-Factor Authentication. If you 

need to delete the registered mobile device(s), this must be done manually first before 

disabling Two-Factor Authentication 

1. Swipe the lever to the left to turn it off. 

 

2. Click Save to save the settings. 
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Last Successful Login 

Displays the Date, Time, IP address, and Browser / App the user last logged in and the 

registered Mobile Device. 

 Time ï the date and time the user last logged in. 

 IP address ï the IP address used to login. 

 Browser / App ï the browser or app used to login to DCS CBS User Web Console or 

OBM. 

 Mobile Device ï the name of the device used for authentication when 2FA is enabled. 

 

Below is the screenshot If there is no login record yet. 
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8.1.7 Security Settings 

The Security Settings option is for backward compatibility with Twilio Two-Factor 

Authentication. It will only be visible if Twilio Two-Factor Authentication was 

enabled on the user account on pre-v8.5.0.0 OBM versions.   

Phone numbers that will be used for sending sms authentication will be listed here and 

will show the status if it is verified or not. You can also add phone numbers here that can 

be used for sending the sms authentication. 

 

1. Click [Add].                                                                                                                  

 

2. Select the country and enter the phone number, click [Add].   

 

3. Click the [Save] button to save the phone number. 
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8.2 Language 

The list of available languages depends on the backup service provider. 

 

 

8.3 Information 

The Information icon displays the product version and system information of the machine 

where the OBM is installed. 
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8.4 Backup 

This feature is used to run the backup set/s. 

 

To start backing up, follow the instructions on Chapter 11 Run Backup Jobs 

8.5 Backup Sets 

A backup set is a place for files and/or folders of your backed up data. This feature allows the 

user to select files individually or an entire folder to backup. It is also used to delete backup 

set/s. 

 

To create or modify a backup set, follow the instructions on Chapter 9 Create a Backup Set 

Backup Set Settings 
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Below is the list of configurable settings under a Backup Set: 

¶ General 

¶ Source 

¶ Backup Schedule 

¶ Continuous Backup 

¶ Destination 

(Advanced settings) 

¶ In-File Delta 

¶ Retention Policy 

¶ Command Line Tool 

¶ Reminder 

¶ Bandwidth Control 

¶ Others 

General 

This feature allows the user to modify the backup set name and manage the Windows User 

Authentication login credentials in the backup set. 

 

 

Backup Set Name 
To modify the name of a backup set, follow the steps below: 

1. In the Name field, enter a new backup set name. 
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2. Click the [Save] button to save the updated backup set name. 

 

NOTE 

In assigning a backup set name, make sure that it does not have an identical name. 
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Windows User Authentication 

To successfully perform backup and restore operations, OBM requires both read and write 

permission to all the files/folders selected in the backup source. 

The Windows User Authentication login credentials are used by the OBM to ensure it has 

sufficient permission to access files and/or folders selected in the Backup Source, the 

temporary folder location, and the backup destination if it is a network drive accessible from 

backup machine via LAN, especially when running scheduled backup jobs, as the default 

Windows account used by the OBM scheduler service is a local system account which does 

not have access to network resources. 

 

¶ If files and/or folders selected are located on network drive(s), the login credentials for the 

Windows User Authentication must have permission to access network resources, (e.g. an 

administrator account). 

¶ If the machine is a file server shared by multiple users, then the OBM will require login 

credentials with read/write permissions to access all the selected files and/or folders in the 

backup source (e.g., an administrator account). 

Field Description 

Domain Name The domain or host name of the machine. 

Username 
Login username used by the OBM to access files and/or folders 

selected in the backup source. 

Password 
Login password used by the OBM to access files and/or folders 

selected in the backup source. 
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Source 

This feature allows the user to select files and/or folders in the backup source to back up. 

 

There are three (3) different ways to select files and/or folders to back up: 

Option Description 

Quick or Shortcut 
This allows the user to back up files and/or folders in the 

selected backup source entirely. 

Filter 
This allows the user to select or exclude files and/or folders 

from the backup job. 

Advanced Backup Source 
This allows the user to select files and/or folders individually 

to back up. 

Quick or 

Shortcut 

Filter 

Advanced 

Backup 

Source 
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Option 1: Quick or Shortcut 

This option allows the user to quickly select a backup source to be backed up. 

 

If any of the following backup source is selected and the Backup Schedule is enabled, the 

Windows User Authentication will prompt the user to enter the login password. To select a 

backup source without entering the login password, the backup schedule must be disabled. 

Desktop 
 

My Documents 
 

Favorites 
 

Outlook 
 

Windows Live Mail 
 

 

 

 
 

NOTE 

During the creation of backup set, if this type of backup source (Quick or Shortcut) is selected and 

the Schedule is set to ñonò, the Windows User Authentication screen will be displayed. You will 
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need to enter the login password, otherwise, the creation of backup set will not continue. 
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To know the locations of the folder(s) that will be backed up for each selected backup source, 

refer to the following table: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

To select files and/or folder to back up using the Quick or Shortcut option, follow the steps 

below: 

1. Select a backup source.                                                                                            

 
  

Backup Source Description 

Desktop 
 

If Desktop is selected, all files and/or folders in the following 

location will be backed up: 

%UserProfile%\Desktop 

My Documents 
 

If Documents is selected, all files and/or folders located in 

the following location will be backed up: 

%UserProfile%\Documents 

If the Follow Link is enabled, all files and/or folders located 

in the following locations will also be backed up: 

%UserProfile%\Music 

%UserProfile%\Pictures 

%UserProfile%\Videos 

NOTE: The Follow link is enabled by default. 

Favorites 
 

If Favorites is selected, all files and/or folders located in the 

following location will be backed up: 

%UserProfile%\Favorites 

Outlook 
 

If Outlook is selected, all files and/or folders located in the 

following location will be backed up: 

%UserProfile%\AppData\Local\Microsoft\Outlook 

Windows Live Mail 
 

If Windows Live Mail is selected, all files and/or folders 

located in the following location will be backed up: 

%UserProfile%\AppData\Local\Microsoft\Windows Live 

Mail 
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2. The Outlook and Windows Live Mail will be disabled if they were not installed on the 

machine.                                                               

 

3. Click the [Save] button to store the selected backup source. 
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Option 2: Filter 

The Filter Backup Source is an alternative way to select a backup source which does not 

require Windows User Authentication login password even if the backup schedule is enabled 

unless the filter backup source is located on a network drive. 

 

The following options in the filter backup source does not require Windows User 

Authentication login password: 

All hard disk drives 
 

Specific folder 

 

To select files and/or folders to back up using the Filter Backup Source, follow the steps 

below: 

1. Swipe the lever to the right to turn on the filter setting.                                    

 

2. Click the [Add] button to create filter.                                                       

 

3. Assign a desired name to the backup filter.                                                       

 

4. Select from the options below.                                                        
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5. In this example, all files and/or folders that end with the letter óXô will be included to the 

backup job. You can add multiple patterns here.      

 

6. Select whether you would like to apply the filter to all files and/or folders in all hard disk 

drives or to a specific folder only. If óThis folder onlyô is selected, click the [Change] button 

to select the specific folder or input the local / network address that you would like to 

apply the filter to. 

 

7. If óThis share requires access credentialsô is checked, enter the User name and Password 

of the local or network drive.  This checkbox will only be enabled if a local or network 

address is detected.                          

 

8. Click the [OK] button to save the created filter, then click the [Save] button to save the 

settings. Once you run a backup, all files and/or folders that match the applied filter will be 

backed up. 

9. Multiple backup filters can be created by clicking the [Add] button.                               

 

NOTE 

For more details about backup source file filtering, please refer to Chapter 4.1 Create a backup 

set with filter in the DCS Online Backup Manager v8 Backup Source File Filter Guide. 

http://download.ahsay.com/support/document/v8/guide_obm_filters_v8.pdf
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Option 3: Advanced Backup Source 

The Advanced Backup Source is another way to select a backup source which does not 

require Windows User Authentication login password even if the backup schedule is enabled 

unless the advanced backup source is located on a network drive. 

 

The following table shows the list of options in the Advanced Backup Source which require 

and does not require Windows User Authentication login password: 

Advanced Backup 
Source 

Description 

Local Disk  Does not require Windows User Authentication login password. 

Network drive 
 

Requires Windows User Authentication login password. For 

network drive/s, you will need to enter the login credentials 

which has permission to access network resources in order to 

back up selected files and/or folders. 

Libraries 
 

Does not require Windows User Authentication login password. 

 

NOTE: This type of backup source may not be supported on 

other versions of Windows. 

 

This feature is not supported on: 

Windows 10  

Windows 8.1 
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To select files and/or folders using the Advanced Backup Source, follow the steps below: 

1. In the Source window, select óI would like to choose the files to backupô. 

 

2. There are two (2) ways to select files and/or folders, one is when the files and/or folders 

are located in the local machine and another way is when the files and/or folders are 

located in the network.   

 In the Advanced Backup Source window, select óShow filesô to display the files inside 

each folder, then select the files and/or folders that you would like to back up.   

  

Windows 8 and 

Windows Server 2012 R2 

Supported on: 

Windows 7 

Windows Server 2016 and 

Windows Server 2008 R2 

Add 

network 

address 
 

Requires Windows User Authentication login password. For 

network drive/s, you will need to enter the login credentials 

which has permission to access network resources in order to 

back up selected files and/or folders. 
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 If the files and/or folders are located in a network drive, click the óAdd network 

addressô link.  Enter the network address.                                                                                                                         

 

If access credentials are required to access the network, then check the ñThis share 

requires access credentialsô checkbox.  The checkbox will only be enabled once the 

network address is entered.  Enter the User name and Password of the network drive 

and click the [OK] button.                                                      

 

By default all the files inside the folder in the network drive is selected for backup.  

But there is still an option to deselect files that you do not want to be included in the 

backup.  
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NOTE 

ü There must be a specific folder that is shared in the network drive that will be 

entered in the network address e.g. \\125.5.184.23\Share 

ü Temporary folders location are not supported for individual login credentials but 

can still be setup separately using existing Windows User Authentication login. 

3. Click the [OK] button to save the selection, then click the [Save] button to store settings. 

In selecting files and/or folders to back up, the three (3) options can be used simultaneously. 

For more details, please refer to the example scenarios below: 

Scenario 1 (Quick or Shortcut + Filter) 

You can use the quick or shortcut option and apply filter to the selected backup source at the 

same time. To use this type of combination, follow the steps below: 

1. Choose a backup source.                                                                                                 

 

2. Create a filter which will be applied to the backup source.                                                  
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3. Click the [OK] button to save the created filter, then click the [Save] button to store 

settings. 
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Scenario 2 (Quick or Shortcut + Advanced Backup Source) 

You can use the quick or shortcut option and select files and/or folders in the advanced 

backup source at the same time. To use this type of combination, follow the steps below: 

1. Choose a backup source. 

 

2. In the source window, click óI would like to choose the files to backupô and select the files 

and/or folders that you would like to back up.  Or click óAdd network addressô to backup 

files and/or folders located in a network drive. 

 

 

3. Click the [OK] button to save the selection, then click the [Save] button to save settings. 
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Scenario 3 (Filter + Advanced Backup Source) 

You can use the filter backup source and select files and/or folders in the advanced backup 

source at the same time. To use this type of combination, follow the steps below: 

1. Create a filter.                                                                                                                          

 
  

2. In the source window, click óI would like to choose the files to backupô and select the files 

and/or folders that you would like to back up.  Or click óAdd network addressô to backup 

files and/or folders located in a network drive.                                                         

 

 

3. Click the [OK] button to save the selection, then click the [Save] button to store settings. 
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Backup Schedule 

This feature allows the user to assign a backup schedule for the backup job to run 

automatically. 
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To configure a backup schedule, follow the steps below: 

1. Swipe the lever to the right to turn on the backup schedule setting. The backup schedule 

is configured as ñDaily at 20:00ò by default. 

 

2. Select an existing backup schedule to modify or click the [Add] button to create a new 

one. 

 
 

3. In the New Backup Schedule window, configure the following backup schedule settings. 

 

 Name ï the name of the backup schedule. 

 Type ï the type of backup schedule. There are four (4) different types of backup 

schedule: Daily, Weekly, Monthly and Custom. 
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 Daily ï the time of the day or interval in minutes/hours when the backup job will 

run.                                                                  

 

 Weekly ï the day of the week and the time of the day or interval in 

minutes/hours when the backup job will run.                

 

 Monthly ï the day of the month and the time of that day which the backup job 

will run.                                                 
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 Custom ï a specific date and the time of that date when the backup job will run. 

 

 Start backup ï the start time of the backup job. 

 at ï this option will start a backup job at a specific time. 

 every ï this option will start a backup job in intervals of minutes or hours. 

   

Here is an example of a backup set that has a periodic and normal backup 

schedule.     

  

Figure 1.1 Figure 1.2 
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Figure 1.1 ï Periodic backup schedule runs every 4 hours from Monday ï 

Friday during business hours 

Figure 1.2 ï Normal backup schedule runs at 21:00 or 9:00 PM on Saturday and 

Sunday on weekend non-business hours 

 Stop ï the stop time of the backup job.  This only applies to schedules with start 

backup ñatò and is not supported for periodic backup schedule (start backup ñeveryò) 

 until full backup completed ï this option will stop a backup job once it is 

complete. This is the configured stop time of the backup job by default. 

 after (defined no. of hrs.) ï this option will stop a backup job after a certain 

number of hours regardless of whether the backup job has completed or not. 

This can range from 1 to 24 hrs. 

The number of hours must be enough to complete a backup of all files in the 

backup set. For small files in a backup, if the number of hours is not enough to 

back up all files, then the outstanding files will be backed up in the next backup 

job. However, if the backup set contains large files, this may result in partially 

backed up files. 

For example, if a backup has 100GB file size which will take approximately 15 

hours to complete on your environment, but you set the ñstopò after 10 hours, 

the file will be partially backed up and cannot be restored. The next backup will 

upload the files from scratch again. 

The partially backed up data will have to be removed by running the Data 

Integrity Check. 

As a general rule, it is recommended to review this setting regularly as the data 

size on the backup machine may grow over time. 

 Run Retention Policy after backup ï if enabled, the OBM will run a retention policy 

job to remove files from the backup destination(s) which have exceeded the retention 

policy after performing a backup job. 

4. Click the [OK] button to save the configured backup schedule settings. 

5. Click the [Save] button to save settings. 

6. Multiple backup schedules can be created. 
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Continuous Backup 

This feature provides backup for selective data whenever a change is made. This feature is 

disabled by default. 

 

To enable the continuous backup, follow the steps below: 

1. Swipe the lever to the right to turn on the continuous backup setting. 

 

2. It is recommended to select this option to avoid backing up files that are marked as 

system files. 

 

3. Define how often the continuous backup job will run. The backup time interval can be set 

from 1 minute to 12 hours. 
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4. This applies the continuous backup on small regular update files. The file size can range 

from 25MB to unlimited MB. 

 

NOTE 

For large file size, the continuous backup may not run with a short time interval. You may need 

to adjust the continuous backup time interval (in step 3). 

5. This allows the user to create an exclude filter to exclude files and/or folders from the 

backup job. Click the [Add] button to create an exclude filter. 

 

6. If an exclude filter is created, click the [OK] button to save the created exclude filter, then 

click the [Save] button to save the configured continuous backup settings. 

NOTE 

Only File backup sets on Windows operating system will support Continuous Backup Schedule 

on v8.3.4.0 (or above) 

All v7 and pre-v8.3.4.0 Windows non-File backup sets with Continuous Backup Schedules will 

be automatically converted to periodic backup schedules after upgrading to v8.3.4.0 (or above) 
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Destination 

This feature allows the user to select a backup mode and add an additional storage 

destination. 

 

 

There are two (2) different types of backup mode: 

Backup mode Description 

Sequential 
This is the configured backup mode by default. This backup mode 

will run a backup job to each backup destination one by one. 

Concurrent 
This backup mode will run a backup job to all backup destinations 

simultaneously. 

 

Comparison between Sequential and Concurrent Backup mode 

Backup mode Pros Cons 

Sequential 

ü Takes less resources in the 

local machine (e.g., 

memory, CPU, bandwidth, 

etc.) to complete a backup 

job. 

ü Backup job is slower than in 

concurrent mode since the 

backup job will upload the 

backup data to the selected 

backup destinations one at a 

time. 

Concurrent 

ü Backup job is faster than in 

Sequential mode. 

ü Maximum number of 

concurrent backup 

destinations can be 

ü Requires more resources in 

the local machine (e.g. 

memory, CPU, bandwidth, 

etc.) to complete a backup 

job. 
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configured. 

To modify the backup mode, follow the steps below: 

1. Go to Backup Sets, then choose a backup set. 

2. Select the [Destination] tab in the backup set settings. 

3. Click the drop-down button to select a backup mode.                                           

 

4. If ñConcurrentò is selected, click the drop-down button to select the no. of maximum 

concurrent backup destination.                                             

 

5. Click the [Save] button to save the selected backup mode. 

To add a new storage destination, follow the steps below: 

1. Click the [Add] button. 

 

2. Click the drop-down button to select a backup destination. 
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3. If the Local / Mapped Drive / Network Drive / Removable Drive is selected, click the 

[Change] button to select a new storage destination or input the local or network address.  

Check óThis share requires access credentialsô if required then click the [Test] button to 

validate access to it. 

 

4. If there is an added storage destination, click the [OK] button to save the added one. 

Then click the [Save] button to save the updated backup mode and the added storage 

destination. 

NOTE 

The error below will appear if óThis share requires access credentialsô is not checked and 

access credentials are setup in the storage destination.          

 

Select Show advanced settings to modify the In-File Delta, Retention Policy, Command Line 

Tool, Reminder, Bandwidth Control, and other configurable items.  
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In-File Delta 

In-file delta technology is an advanced data block matching algorithm which is capable to pick 

up the changes (delta) of file content between two files. 

 

There are two (2) default types of In-File Delta: 

In-File Delta Type Description 

Differential 

The delta is generated by comparing with the last uploaded full 

file only. Delta generated with this method will grow daily and 

uses more bandwidth. 

Incremental 

This is the configured In-file delta by default. The delta is 

generated by comparing with the last uploaded full of delta file. 

Delta generated with this method is smaller and uses the least 

bandwidth. 
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Comparison between Incremental and Differential In-File Delta 

In-File Delta Type Pros Cons 

Differential 

ü Backup speed is faster than 

Full backup. 

ü Restoration is faster than 

data backup with 

Incremental In-File Delta. 

Less storage space is need 

than a Full backup. 

ü Backup process is slower than 

Incremental In-File Delta 

backup. 

ü Restoration is slower than data 

backup with Full backup. 

Incremental 

ü Backup process is fastest 

among all three (3) types; 

Full, Differential, and 

Incremental 

ü Least storage space is 

required. 

ü Restoration is slowest among 

all three (3) types; Full, 

Differential, and Incremental. 

ü For restoration, the full file and 

all deltas that does not chain 

up to the required point-in-time 

may result to broken delta 

chain. 

To configure the In-File Delta settings, follow the steps below: 

1. Swipe the lever to the right to enable the In-File Delta. 

 

2. Click the drop-down button to choose an In-File Delta type, then click Show advanced 

settings to display all configurable items. 

 

3. Click the drop-down button to specify the In-File Delta block size. This is configured as 

ñAutoò by default. 

 

4. Click the drop-down button to select how much of the file size (MB) the In-File Delta logic 

will apply to. By default, the In-File Delta logic is configured to apply to files larger than 25 

MB.                                                                                                                 
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5. A full file will be uploaded when either of these conditions is met. This setting can also be 

configured. 

 

 This allows the user to configure a different In-File Delta setting to override the default 

In-File Delta. 

 Weekly variations ï for example, you set Sunday to perform a full backup, for 

the rest of the week, a backup based on the default In-File Delta will be run. 

 

 Yearly variations ï  for example, you set a particular day in January to perform 

a full backup, for the rest of the year, a backup based on the default In-File Delta 

will be run. 

 

This allows the user to specify which day of the selected months in yearly 

variations the backup job will be run. (e.g., First of January, March, May...) 

 

6. Click the [Save] button to save the modified In-File Delta settings. 
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Retention Policy 

When the OBM identifies files and/or folders that are deleted, updated, or with updated 

permission/attributes during a backup job, these files and/or folders will then be moved from 

the data area to the Retention area. 

Retention area is a place used as a temporary destination to store these files (deleted, 

updated, or with updated permission/attributes during a backup job). Files and/or folders in 

the retention area can still be restored. 

The Retention Policy is used to control how long these files remain in the retention area 

when they are removed which can be specified in the number of days, weeks, months, or 

backup jobs. Retained data within all backup destinations (e.g., DCS CBS, local drive, 

SFTP/FTP, and cloud storage) are cleared by the retention policy job. 

The default Retention Policy setting for a File Backup Set is 7 days, but the appropriate 

Retention Policy setting depends on individual, contractual, or regulatory requirements. 

 

NOTE 

There is a trade-off between the retention policy and backup destination storage usage. The higher 

the retention policy setting, the more storage is used, which translates into higher storage costs. 
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There are two (2) different types of Retention Policy: 

Type Description 

Simple 

A simple retention policy is a basic policy where the retained files (in the 

retention area) are removed automatically after the user specifies the 

number of days or backup jobs. 

Advanced 

An advanced retention policy defines a more advanced and flexible policy 

where the retained files (in the retention area) are removed automatically 

after a combination of user defined policy. 

Comparison between Simple and Advanced Retention Policy 

Control Simple Advanced 

Backup Jobs 
Can keep the deleted files within 1 to 

365 backup job(s) 

Not applicable 

Days 
Can keep the deleted files within 1 to 

365 day(s) 

Can keep the deleted 

files within 1 to 365 

day(s) 

Type Not applicable 

ü Daily 

ü Weekly 

ü Monthly 

ü Quarterly 

ü Yearly 

ü Custom 

User-defined name Not applicable Applicable 

 

WARNING 

When files and/or folders in the retention area exceed the Retention Policy setting, they are 

permanently removed from the backup set and cannot be restored 

To configure a Simple Retention Policy, follow the steps below: 

1. Go to Backup Sets, then select a backup set. 

2. Click the [Retention Policy] tab in the Backup Set Settings. 

3. Select [Simple] from the options, then click the drop-down button to define the number of 

day(s) or job(s) which the deleted files will be retained. This is configured as seven (7) 

days by default. 

 

4. Click the [Save] button to save the configured retention policy settings. 
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To configure an Advanced Retention Policy, follow the steps below: 

1. Go to Backup Sets, then select a backup set.  

2. Click the [Retention Policy] tab in the Backup Set Settings. 

3. Select [Advanced] from the options, then click the [Add] button to create.    

 

4. Assign a desired name to the retention policy.                  

 

5. Click the drop-down button to display the retention type, then select one.                          

 

6. Click the drop-down button to specify the period on which the deleted files will be kept in 

the backup set.                                                                                 

 

7. Click the [OK] button to save the configured advanced retention policy, then click [Save] 

to save the settings. 
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For further details about how to configure an advanced retention policy for each type (Daily, 

Weekly, Monthly, Quarterly, Yearly), refer to the examples below: 

¶ Example no. 1: To keep the retention files for the last seven (7) days: 

 

¶ Example no. 2: To keep the retention files for the last four (4) Saturdays: 

 

¶ Example no. 3: To keep the retention files for the 1st day of each month for the last three 

(3) months: 

 

¶ Example no. 4: To keep the retention files for the 1st day of each quarter for the last four 

(4) quarters: 
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¶ Example no. 5: To keep the retention files for the 1st day of each year for the last seven 

(7) years: 

 
 

NOTE 

Multiple advanced retention policy can be created. 
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There are three (3) ways to run the Retention Policy: 

¶ Backup Scheduler 

¶ Manual Backup 

¶ Space Freeing Up 

Backup Scheduler (Recommended) 

To run a retention policy job after a scheduled backup job, follow the steps below: 

1. Click the [Backup Schedule] tab in the backup set settings. 

 

2. Select an existing backup schedule or add a new one. 
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3. In the Backup Schedule window, select óRun Retention Policy after backupô to run a 

retention policy job after a scheduled backup job.  

 

 



     

 

www. dcsbackup .co m                                                                                               
89   

Manual Backup 

To run a retention policy job after a manual backup, follow the steps below: 

1. Click the Backup icon in the OBM main interface.                    

 

2. Select the backup set that you would like to back up and run the retention policy job on. 
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3. Click Show advanced option to display other settings. 

 

4. Select óRun Retention Policy after backupô to run a retention policy job after a backup job.  
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Space Freeing Up 

To run a retention policy job manually via backup client interface, follow the steps below: 

1. Click the Utilities icon in the OBM interface.                                             

 

2. Select the [Space Freeing Up] tab in the Utilities settings.            
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3. Select the corresponding backup set and destination (e.g. DCS CBS, local drive, cloud 

storage) where you want the retention policy job to run on. 

 

4. Click the [Start] button to run the retention policy job. 

 

NOTE 

For more details about Space Freeing Up, please refer to Space Freeing Up in Chapter 8 

OBM Overview. 

Command Line Tool 

This feature allows the user to configure a pre-backup or post backup command which can 

be: an operating system level command, a script or batch file, or third-party utilities to run 

before and/or after a backup job. 

e.g., Connecting to a network drive and disconnecting a network drive, stopping a third-party 

database (not officially supported by DCS ) to perform a cold backup, and restarting a third-

party database after a backup. 
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Requirements and Best Practices 

Error and Exception Handling 

Each pre-backup command or batch file should have an error and exception handling. If a 

pre-backup command contains an error, although an unhandled error may not hinder the 

backup job process, and the backup job is successful, it will result to a status indicating 

completed backup with warning(s). For more details about backup report status, please refer 

to Backup Reports in Chapter 8 OBM Overview. 

Command or Batch File Compatibility 

Make sure that each command (pre-backup and post-backup) are tested thoroughly before 

including them to the backup job. 

Scheduled Backup 

If the scheduled backup job is set to stop after x no. of hours, make sure that the duration of 

the running backup job will not be affected. You may need to adjust the number of hours in 

the backup schedule configuration. Please refer to Backup Schedule for more details. 
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Pre-backup Command Limitation 

A Windows reboot or shutdown must not be used in the pre-backup command. Otherwise, the 

machine will shut down immediately that will result to a status indicating ñBackup not yet 

finishedò, which can be viewed in the DCS CBS User Web Console. Please refer to DCS CBS 

Backup Reports for more details. 

 

Post-backup Command Recommendation 

It is recommended to include a timeout for a post-backup command to shut down the 

machine. The timeout must be adjusted until when the OBM sends the backup job status to 

the DCS CBS. 

In this example, the configured post-backup command is to shut down the machine that has a 

timeout set to ninety (90) seconds. The machine will shut down automatically after the 

specified time. 

 

This is to ensure that the OBM has enough time to complete the backup process in order to 

send the backup job status to the DCS CBS before the machine shuts down. See screenshot 

below: 

 

NOTE 

For more details about detailed backup report, please refer to Backup Reports in Chapter 8 OBM 

Overview. 

http://download.ahsay.com/support/document/v8/guide_cbs_user_v8.pdf
http://download.ahsay.com/support/document/v8/guide_cbs_user_v8.pdf
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There are three (3) fields in the command line tool: 

Field Description 

Name 
The user-defined name of the pre-backup or post-backup 

command. 

Working Directory 

The location in the local machine which the pre-backup or 

post-backup command will run at, or the location of the 

command or created batch file. 

Command 

The pre-backup or post-backup command which can be 

defined as a native command or command to execute a 

batch file, command, or a VBScript (exclusively for 

Windows). 
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Pre-backup Command 

A pre-backup command is used to execute an action or process before the start of a backup 

job. To create a pre-backup command, follow the steps below: 

1. Click the [Add] button. 

 

2. Assign a desired name to the pre-backup command. 

 

3. Click the [Change] button to locate the working directory of the command. 

 

4. Input a command to be run before a backup job. In this example, the pre-backup 

command will connect to a network drive before the backup process. 

 

5. Click the [OK] button to save the created pre-backup command, then click the [Save] 

button to save settings. 

6. Once the backup job is complete, click the  button to display the backup report log 

where you can check if the pre-backup command has run successfully. 
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Post-backup Command 

A post-backup command is used to execute an action or process after a backup job. To 

create a post-backup command, follow the steps below: 

1. Click the [Add] button. 

 

2. Assign a desired name to the post-backup command. 

 

3. Click the [Change] button to locate the working directory of the command. 

 

4. Input a command to be run after a backup job. In this example, the post-backup 

command will disconnect a network drive after the backup process. 

 

5. Click the [OK] button to save the created post-backup command, then click the [Save] 

button to save the settings. 
























































































































































































