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1 Overview

1.1 What is this software?

DCS brings you specialized client backup software, namely OBM, to provide a
comprehensive backup solution for protecting file(s) / folder(s) on your machine and extend
protection to both Android and iOS mobile devices, with a wide variety of backup destinations
(major cloud storage service providers, FTP/SFTP, local drive, etc.) of your choice.

1.2 System Architecture

Below is the system architecture diagram illustrating the major elements involved in the
backup process among the backup machine OBM, DCS Mobile app and DCS CBS.

NOTE

The first mobile backup may take up a few hours to back up all the photos and videos from your
device. Subsequent backups will take less time. Please do the following for the first mobile backup to
prevent any interruption during backup process:

I For Android, disable screen lock or timeout
For iOS, disable auto-lock

|l
9 Turn off all power saving modes
i Connect to power source

1.3 Mobile Backup Server

Starting with OBM v8.5.0.0, the Mobile Backup Server (MBS) will be utilized to handle mobile
backup and restore of DCS Mobile app. It is an integral part of OBM.

System Diagram

The Mobile Backup Server (MBS) will be activated automatically when a mobile device
installed with the DCS Mobile app is successfully registered for mobile backup with OBM.
Afterwards, it will be automatically restarted whenever the OBM services is restarted or when
the OBM machine is rebooted or powered on. The MBS will be deactivated when all mobile
devices have deregistered from the mobile backup settings and the OBM services is restarted.

The MBS will use the following port ranges, TCP Port: 54000 to 54099, UDP Port: 54200 to
54299, Protocol: Http, for the request of DCS Mobile app.

The default TCP and UDP ports are 54000 and 54200, if these ports are already in use by
other applications or services, then the MBS will automatically acquire another port.

The actual TCP and UDP port can be seen on OBM when pairing a mobile device for mobile
backup.

WWW. dCSbaCkUp .CO m'
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Photos and videos arestor ed ei t her i n emallnenhor ordSE Carct €hése i nt
are selected as backup source using the DCS Mobile app and will be backed up to the local
destination of a DCS machine, that can be a Hard Drive, Flash Drive, and/or Network Drive in
their ORIGINAL format unencrypted. For Android, photos and videos will retain all EXIF.
While for iOS, photos and videos will retain most of the EXIF including, capture date, location,

and lens.

www. dcsbackup .com
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1.4

If storage of photos and videos to a predefined destination is required, then this can be done
using OBM to perform a secondary backup and restore of the photos and videos on the local
drive to the predefined destination.

To backup and restore photos and/or videos from the DCS Mobile app to OBM then DCS
CBS and/or Predefined Destination is a two-step process.

1st; Backup of photos and/or videos from DCS Mobile app to OBM local destination.

2"d: Create a File backup set using OBM, using the local backup destination as the backup
source, and then backup this backup set to DCS CBS and/or Predefined Destination.

Two-Factor Authentication

New two-factor authentication implemented on OBM v8.5.0.0 onwards, to include support for
TOTP (Time-based One-time Password) and Push notification authentication using the DCS
Mobile app to provide additional security for the user login process. Since aside from logging
in with just a username and password, if two-factor authentication is enabled for the account,
there will be an added step that is needed to be able to login.

Upon initial login to OBM, you will have an option to setup two-factor authentication or skip
the setup and do it later. If you continue the setup of two-factor authentication, it will be
automatically enabled for your account. Several mobile devices may be added for
authentication.

For logins with two-factor authentication enabled, you will be asked to select the method that
you would like to use. This depends on the authenticator app used, you will either accept the
login request in the DCS Mobile app or enter a one-time password generated in the third-
party TOTP authenticator app such as Google Authenticator, Microsoft Authenticator,
LastPass etc.

This illustrates the registration of mobile devices for Two-Factor Authentication.

© must be 12.0.0 or above.
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2 Requirements for OBM on Windows

2.1

2.2

2.3

2.4

Hardware Requirements

Refer to the link below for details of the minimum and recommended requirements for
installing OBM:
FAQ: DCS Hardware Requirement List (HRL) for version 8.1 or above

Software Requirements

Refer to the following article for the list of compatible operating systems and Hyper-V
platforms:
FAQ: DCS Software Compatibility List (SCL) for version 8.1 or above

Refer to the following article for the list of compatible operating system for OpenDirect and
Granular Restore:
FAQ: DCS Software Compatibility List (SCL) for Granular and OpenDirect Restore

Antivirus Exclusion Requirement

To optimize performance of OBM on Windows, and to avoid conflict with your antivirus
software, refer to the following wiki article the list of processes and directory paths that should
be added to all antivirus software white-list / exclusion list: https://wiki.DCS
.com/doku.php?id=public:8014 suggestion_on_antivirus _exclusions

NOTE
The bJW.exe process is automatically added to Windows Defender exclusion list for Windows 10 and
2016 / 2019, during installation / upgrade via installer or upgrade via AUA.

For mobile backups, the mobile backup destination must also be added to all antivirus
software white-list / exclusion list.

Upgrade VMware Tools Requirement

To avoid unexpected java crash, if the Windows machine is a guest VM hosted on a VMware
Host then it is highly recommended that the VMware tools version installed on the guest VM
must be 10.0.5 or above.

Below is the warning message that will be displayed if the version of the VMware Tools is less
than 10.0.5.

& Warning X

g Please upgrade VMware Tools to 10.3.5 or higher to avoid unexpected java crash. Current VMware

Tools version: 10.0.0.50046.

NOTE

For more information about the upgrade of VMware Tools, refer to this article
https://wiki.DCS .com/doku.php?id=public:5288 DCS
obc _crash on_vm_with vmware_ tools_pre-10.0.5.

SR $ e
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2.5 Temporary Directory Requirements

The temporary directory is used for various purposes, such as storage of temporary spooled
file (for database specific backup type in OBM), remote file list, local file list, temporary delta
file and other files of temporary nature.

It is strongly recommended to use a local drive instead of a network drive to ensure optimal
backup/restore performance.

2.6 Network Drive Requirements

The login accounts for network drives must have read and write access permission to ensure
that backup and restore would be successful.

2.7 Firewall Settings

Make sure that your firewall settings allows network traffic through the following domain
and/or ports:

For OBM to function correctly must allow outbound connections to *.DCS .com via port
80 and 443.

For mobile backup inbound / outbound network traffic must be allowed through the
following default ports: HTTP port: 54000 and UDP port: 54200.

2.8 Network Bandwidth

10 Mbps or above connection speed.

2.9 Limitations

Enhanced Network Drive Support

© For network drives which have not been already setup or mapped in Windows.

© Temporary folder location is not supported with individual login credentials but can still be
setup separately using existing Windows User Authentication login.

© It also does not support Pre-Backup and Post-Backup Commands.
© Not supported wiied ficRred t ™R es tRmpeal t tetiond. @mpal co

© Not supported for mobile backup destinations.

2.10 Best Practices and Recommendations

3.12.1 Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure the interval is
sufficient to handle the data volume on the machine. Over time, data usage pattern
may change on a production server, i.e., the number of new files created, the number
of files which are updated/delete, new users may be added etc.

When using periodic backup schedules with small backup intervals such as backup
every 1 minute, 2 minutes, 3 minutes etc. although the increased backup frequently

WWW. dCSbaCkUp .CO m'
5 8



does ensure that changes to files are captured regularly which allows greater
flexibility in recovery to a point in time.

Consider the following key points to efficiently handle backup sets with periodic
backup schedule.

1 Hardware i to achieve optimal performance, compatible hardware requirements
is a must. Ensure you have the backup machine6 appropriate hardware
specifications to accommodate frequency of backups,

0 so that the data is always backed up within the periodic backup interval

0 so that the backup frequency does not affect the performance of the
production server

1 Storage i ensure you have enough storage quota allocated based on the amount
of new data and changed data you will backup.

Retention Policy T also make sure to consider the retention policy settings and
retention area storage management which can grow because of the changes in the
backup data for each backup job.

2.12.2 Set up of both Periodic and Continuous Backup Schedule

On a Windows platform, although it is possible to setup both Periodic backup
schedule and Continuous backup schedules on a File backup sets, it is recommended
to only use one schedule as only one schedule backup job can run at any one time.

For example, a backup job is started by the Periodic backup schedule and is running,
if a Continuous backup is scheduled to run, the backup job will be skipped and vice
versa.

2.12.3 Periodic Backup Schedule vs. Continuous Backup Schedule

The following table shows the comparison between a periodic and continuous backup
schedule.

Periodic Backup  Continuous Backup

FERIES Schedule Schedule

Will run whether or not a change on
the backup source is made

Run Retention Policy after backup

Exclude system files from the backup

Only apply to files smaller than (MB)
size

Exclude Filter

<€ €%

Supported on all operating systems
(i.e. Windows, MacQOS, Linux,
FreeBSD, QNAP, and Synology)

Supports all backup set types

Only supported on
Windows operating
system

Only supports File
Backup Sets

<€ ¢ €

RN $ e
6 -
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2.12.4 Temporary Directory Folder Location

Temporary directory folder is used by OBM for storing backup set index files and any
incremental or differential backup files generated during a backup job.

To ensure optimal backup/restoration performance, it is recommended that the
temporary directory folder is set to a local drive with sufficient free disk space.

e GOShACLD 0T
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3 Get Started with OBM

This quick start guide will walk you through the following 6 major parts to get you started with using
OBM.

Download ard Install

Download and istall OBM
on your Windows machine

Launch tle App
Laurch and log in t®®©BM

Sdup 2FA ad/or Mobile Backup
Register mobile device for2FA andobr
mobile backip (optional)

Crede a Badkup Set

Crede a backupsetaccording to
your prderence

RunBaclup bbs
Run the bakupjob to backup data

Restore Data
Restore backedmdatato your system

P 383000
8
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4 OpenDirect Restore

4.1 What is OpenDirect Restore?

OpenDirect restore is an additional restore options for restoring files from a Windows File
backup set. The OpenDirect restore method makes use of the granular restore technology to
make selective restore of individual files from a large compressed or image file, for example
zip, RAR, ISO files, without the need to restore the compressed or image file first, to give you
a fast and convenient file restore solution.

During the OpenDirect restore process, the files/folder can be viewed and/or copied from the
Windows File Explorer on the Windows machine you are performing the restore. OpenDirect
restore is only supported on File backup sets created and backed up using OBM on Windows
platform with OpenDirect restore feature enabled.

IMPORTANT

OpenDirect restore requires an additional OpenDirect / Granular Restore add-on module
license to work. Contact your backup service provider for further details.

4.2 Benefits of using OpenDirect Restore

Comparison between OpenDirect File Restore and Traditional File Restore

OpenDirect Restore

Introduction

OpenDirect restore allows you to quickly access individual files from a large compressed or
image file by viewing and/or copying files from the file explorer on the Windows you are
performing the restore, without having to fully restore the whole compressed or image file first.

Pros

As opposed to the traditional restore where you have to restore the entire
Restore of Entire | compressed or image file first before you can access any individual file in it,
Compressed File | OpenDirect restore allows you to view and download individual files from a
Not Required compressed or image file, without having to restore compressed file or
image file first.

When restoring a large compressed or image file, sometimes, you may only
Ability to Restore | need to restore individual file(s) out of the entire file, therefore, OpenDirect
Selected Files restore gives you the flexibility to restore selective file(s) quickly, so it saves
you time and effort to achieve your restore goal.

Cons

WWW. dcsbackup .CO m'
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No Encryption
and
Compression

To ensure optimal restore performance, the backup of the files in an
OpenDirect file backup set will NOT be encrypted and compressed,
therefore, you may have to take these factors in consideration when
selecting this restore option.

Traditional Restore

Introduction

The traditional restore method restores the entire compressed file or image file. Backed up data
can only be accessed when complete restore is performed.

Pros

Backup with
Compression and
Encryption

Backup file(s) are compressed, therefore in smaller file size, and
encrypted before being uploaded to the backup destination.

Cons

Slower Recovery

As the entire compressed or image file must be restored before you can
access any individual files, restore time could be long if the file size is
large

4.3 Requirements

4.4.1 Supported Backup Modules

OpenDirect restore is only supported on File backup sets created and backed up
using OBM on Windows platform with OpenDirect restore feature enabled

4.4.2 License Requirements

An OpenDirect / Granular restore add-on module license is required per backup set
for this feature to work. Contact your backup service provider for more details

4.4.3 Backup Quota Storage

As compression is not enabled for OpenDirect file backup sets, to optimize restore
performance the storage quota required will be higher than non-OpenDirect file
backup sets. Contact your backup service provider for details

4.4.4 Windows Operating System

OBM must be installed on a 32 bit or 64-bit Windows Operating System as libraries
for OpenDirect only supports Windows platform.

Windows 2008 R2 SP1 or above | Windows 2012 Windows 2012 R2
Windows 2016 Windows 7 SP1 or above Windows 8
Windows 8.1 Windows 10 Windows 2019

4.4.5 Available Spare Drive Letter

g s
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4.4.6

4.4.7

4.4.8

One spare drive letter must be available on the Windows machine for the OpenDirect
restore process, as the compressed file or image is mounted on Windows as a logical
drive. OBM will automatically take the next available drive letter in alphabetical order
for the compressed or image file.

NOTES
1. The Windows drive letters A, B, and C are not used by OpenDirect restore.

2. The OpenDirect restore assigned drive letter(s) will be released once you exit from
OBM UL.

Network Requirements

Recommended minimum network speed is at least 100Mbps download speed.

The network bandwidth requirements will increase in proportion to the size of the
compressed file/image and or the incremental delta chain length to ensure optimal
performance. Working with limited network bandwidth may severely affect the
granular restore performance.

You can use an online network speed test website (e.g., www.speedtest.net) to get
an idea of the actual bandwidth of the machine

Other Dependencies

The following dependencies are restore-related. Therefore, they will be checked by
OBM only when an OpenDirect restore is performed. Absence of these elements will
not affect the backup job but would cause the restore to fail.

© Microsoft Visual C++ 2015 Redistributable (x86) / (x64)
https://www.microsoft.com/en-us/download/details.aspx?id=48145

© Update for Universal C Runtime in Windows
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-
in-windows

© For Windows 7 and Windows Server 2008 R2 only

Microsoft Security Advisory 3033929
https://technet.microsoft.com/en-us/library/security/3033929.aspx

Permissions

The Windows login account used for installation and operation of the OBM client
machine requires Administrator privileges.

WWW. dcsbackup .CO m'
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5 Download and Install OBM

There are two installation modes of OBM, online installation and offline installation. Below is the table

of comparison between online installation and offline installation.

Online Installation Offline Installation

Installation U Takes more time as it needs to U0 Takes less time as all the
Time download the binary and necessary binary and component
component files (80MB to 132MB files are already available in the
depending on operating system) offline installer and offline installer
each time the installation is run. can be downloaded once but
U Online installer size is 6KB to reused many times.
3.5MB depending on operating U Offline installer size is 50MB to
system as it contains only the initial 195MB depending on operating
installation package files. system as it contains all the
necessary binary and component
files.
Deployments | U Suitable for single or small amount | G Suitable for multiple or mass
of device installations. device installations.
0 Suitable for sites with fast and U Suitable for client sites with
stable internet connection as metered internet connections as
internet connection is needed each once the offline installer is
time when an installation is run. downloaded, internet connection is
N . . . not needed each time when an
U A slow internet connection will . C
. ) L installation is run.
result in longer installation time and
interrupted, or unstable internet U0 May need to update the product
connection may lead to version after installation if an older
unsuccessful installation. offline installer is used.
U Ensures the latest version of the
product is installed.

9




6.1 Download OBM

1. In aweb browser, click the blue icon on the top right corner to open the download page
for the OBM installation package file from your backup service provid er 6 s ewe b si t

2. Inthe Windows section under the OBM tab of the download page, you can choose
between two installation methods:

9 Online installation using EXE online installer

9 Offline installation using ZIP offline installer

DCS Backup PRO

Open

Choose operating system.

=- Windows
&, Download (Offling)

i COSRACLD O
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6.2 Install OBM

6.2.1 Online Installation using EXE online installer

1. Go to the download page of your backup service pr ov i d e arisownaadbtei t e
OBM EXE online installer.

Open DCS Backup PRO w

Choose operating system.

& Download (Online)

=. Windows
& Download (Offline)

2. Double-click the icon of the OBM installation package .exe file you have downloaded.

obm-win-443-ob

s2.desbackup.co

m-https-1436102
6737350

o OSPACUD O



3. Click Run Anyway when you see this message.

LLE" L

Windows protected your PC
Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.

csbackup.com-htips-145
App: F F

Publisher: Unknown publisher

o

4. The following dialog box will appear only if User Account Control is enabled. Click
Continue to start the installation.

User Account Control pod

Do you want to allow this app from an
unknown publisher to make changes to your
device?

obm-win-443-obs2.dcsbackup.com-
https-14561026737550.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes MNao

www. dcsbackup .com
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5. Click Next to continue.

o

Welcome to the DCS Backup PRO
Setup Wizard

This will install DCS Backup PRO on vour computer.

It iz recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

6. Select | accept the agreement after reading the license agreement, then click Next

to proceed.
# Setup - DCS Backup PRO — x
License Agreement
Please read the following important information before continuing. W

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Terms of Use

1. All softwares provided by DCS Backup is on an "as is" basis with no
warranties of any kind and DCS Backup wil not be liable for any damages of any
kind arizing from the use. DCS Backup further disclaims all warranties, express
and implied, including without limitation, any implied warranties of merchantability
or fitness for a particular purpose.

2. DCS Backup grants yvou a non-excluzive, non-transferable, royalty-free, limited
license to use the binary form of the software provided by DCS Backup for
personal uze only. Redistribution of programs owned by DCS Backup, unless
explicithy granted by DCS Backup , is stricthy prohibited.

3. All content included on this site, including text, graphics, logos, button icons, W

@ | accept the agreement
l:::l | do not accept the agreement

< Back Cancel

www. dcsbackup .co
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7. Choose the installation directory. Then, click Next to continue.
# Setup - DCS Backup PRO — *

Select Destination Location
Where should DCS Backup PRO be installed? qup

Setup will install DCS Backup PRO into the following folder.

To continue, click Mext. If vou would like to select a different folder, click Browse.

C:AProgram Files\DCSBackupPRO Browse...

At least 249 3 MB of free disk space is reguired.

< Back MNext = Cancel

8. Select the program group to which the software will be installed. The default setting

isA Any o roasesihis computer 0 . The fheldiffecence betyveea thee t
two settings:

1 Anyone who uses this computer i the OBM System Tray icon will be
available to all Windows users and backup notifications will be displayed on

the Windows System Tray. For more information, please refer to Chapter
8.11 System Tray.

1 MeOnlyi the OBM System Tray icon will not be available and backup
notifications will not be displayed on the Windows System Tray.

NOTE

Once the program group setting has been chosen and the installation completed; if you need
to change the setting, this will require an uninstallation and re-installation of the application.

www. dcsbackup .co
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Click Next to proceed.
¥ Setup - DCS Backup PRO

Select Additional Tasks
Which additional tasks should be performed?

JJ

Select the additional tasks you would like Setup to perform while installing DCS Backup
PRO, then click Next.

Please select the program group to which the software wil be installed
@ Anyone who uses this computer

() Me Only

< Back || Next = || Cancel

The installation will start after you click Install.
¥ Setup - DCS Backup PRO

ot

Ready to Install
Setup is now ready to begin instaling DCS Backup PRO on your computer.

JJ

Click Install to continue with the installation, or click Back if vou want to review or
change any settings.

De=tination location:
CAProgram Files\DCSBackupPRO

Additional tagks:

Please zelect the program group to which the =oftware will be installed
Anyvone who uses this computer

< Back || install

| | Cancel

www. dcsbackup .co
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9. The component files will be downloaded first during installation.

¥ Setup - DCS Backup PRO *
Downloading additional files
Please wait while getup downloads additional files... ~{¥]>

Total progress.

Current file:

File: app-common.tar.gz
Speed:

Status: Fetch file size
Elapsed time:

Remaining time:

MNext = Cancel

10. Click Finish to complete the installation.

¥ Setup - DCS Backup PRO -

Completing the DCS Backup PRO
Setup Wizard

Setup has finished instaling DCS Backup PRO on your
computer. The application may be launched by selecting the
inztalled icons.

Click Finizh to exit Setup.

l_aunch DCS Backup PRO:

www. dcsbackup .co m'
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6.2.2 Offline Installation using ZIP offline installer

1. Go to the download page of your backup service pr ov i d e arisownaadbtei t e
OBM ZIP offline installer.

English

Open DCS Backup PRO

Choose operating system.

&, Download (Online)
=l

=. Windows
&, Download (Offiling)

2. Extract the offline installation package file (obm-win.zip) you have downloaded.

Open
Open in e wind o
abim- Extract All..

E it with Motepad ++
4 Editwith Motepad
Open with..,

Share with 3

Restore presious wersions

Send to 3
Cut

Copy

Create shortcut
Delete

Renarme

Properties

o OSPACKUD O
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3. Select a destination and extract files.

) 1, Bxtract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder

Cilsersyddministrator\Desktoplobm-win

Show extracted files when complete

[ Extract ]’ Cancel ]

4. Launch the installer named obm-win you have extracted from the zip format file.

cbm-win

5. Click Run when you see this message.

P "

Open File - Securty Warning @

We can’t verify who created this file. Are you sure you want to
run this file?

@ Mame: QiJalinobm-win,exe
Type: &pplication

From: QMJalinhobm-win,exe

Run ] [ Cancel

locations you don't recognize can harm your PC. Onrly run thig file if

l@' Thiz file 1z in a location outside vour local network,. Files from
k.
v wou bruzt the location, What's the righk?

S
21



6. The following dialog box will appear only if User Account Control is enabled. Click
Yes to start the installation.

User Account Control ot

Do you want to allow this app from an
unknown publisher to make changes to your
device?

obm-win.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes Mo

7. Click Next to continue.

L

Welcome to the DCS Backup PRO
Setup Wizard

This will install DCS Backup PRO on vour computer.

It iz recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

www. dcsbackup .co m’,.
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8. Select | accept the agreement after reading the license agreement. Then, click Next
to proceed.

¥ Setup - DCS Backup PRO

— ot
License Agreement

Please read the following important information before continuing. uUbU

Please read the following License Agreement. "ou must accept the terms of this
agreement before continuing with the installation.

Terms of Use

1. All softwares provided by DCS Backup iz on an "as is” basis with no
warranties of any kind and DCS Backup wil not be liable for any damages of any
kind arizing from the use DCS Backup further disclaims all warranties, express
and implied, including without limitation, any implied warranties of merchantabiliby
or fitness for a particular purpose.

2. DCS Backup grants you a non-exclusive, non-transferable, royalty-free, limited
license to use the binary form of the software provided by DCS Backup for
personal use only. Redistribution of programs owned by DCS Backup, unless
explicithy granted by DCS Backup , is stricthy prohibited.

3. All content included on thiz site, including text, graphics, logos, button icons, W

@ | accept the agreement
O | do not accept the agreement

< Back Mext = Cancel

9. Choose the installation directory. Then, click Next to continue.
¥ Setup - DCS Backup PRO

Select Destination Location
Where should DCS Backup PRO be installed? I.,]UlJ

Setup will install DCS Backup PRO into the following folder.

To continue, click Mext. If vou would like to 2elect a different folder, click Browse.

CAProgram Files\DCSBackupPRO Browse...

Al least 249.3 MB of free disk space is reguired.

< Back Mext = Cancel

www. dcsbackup .co
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10. Select the program group to which the software will be installed. The default setting

i s ficlkwhoaosesthisco mp ut e r following @ré the difference between the
two settings:

1 Anyone who uses this computer i the OBM System Tray icon will be
available to all Windows users and backup notifications will be displayed on

the Windows System Tray. For more information, please refer to Chapter
8.11 System Tray.

1 Me Onlyi the OBM System Tray icon will not be available and backup
notifications will not be displayed on the Windows System Tray.

NOTE

Once the program group setting has been chosen and the installation completed; if you need to
change the setting, this will require an uninstallation and re-installation of the application.

Click Next to proceed.

& Setup - DCS Backup PRC

Select Additional Tasks
Which additional tasks should be performed?

*JUH.-'-'

Select the additional tasks yvou would like Setup to perform while installing DCS Backup
PRO, then click Next.

Pleaze select the program group to which the software will be installed
@ Anyvone who uses this computer

() Me Only

< Back Mext = Cancel

9 e



11. The installation will start after you click Install.

# Setup - DCS Backup PRO — ot

Ready to Install
Setup is now ready to begin instaling DCS Backup PRO on your computer. W

Click Install to continue with the installation, or click Back if vou want to review or
change any settings.

Destination location:
CAProgram Files\DCSBackupPRO

Additional tagks:
Please zelect the program group to which the software will be installed
Anyvone who uses this computer

< Back Install Cancel

12. Click Finish to complete the installation.

# Setup - DCS Backup PRO —

Completing the DCS Backup PRO
Setup Wizard

Setup has finizhed instaling DCS Backup PRO on your
computer. The application may be launched by selecting the
installed icons.

Click Finizh to exit Setup.

iLaunch DCS Backup PRO:

www. dcsbackup .co
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6.3 OBM Services

The OBM Services is a key component which regulates and controls several important
functions on OBM.

Function Description

Scheduled Backups Ensures that backup jobs which are setup to run at a certain
date and/or time are started.

Continuous Backups Ensures that Continuous backups are run according to the
(Windows platform only) backup interval.

Mobile Backup Server Ensures that registered mobile devices can perform
(MBS) backups to OBM.

The MBS will be activated when a mobile device is
registered for mobile backup on OBM.

The MBS will be deactivated when all mobile devices have
been deregistered from the mobile backup settings and the
OBM services is restarted.

Therefore, it is very important to ensure the OBM Services are running after:

@ anew OBM installation
@ an OBM software update

@ the machine was rebooted

@ the machine is powered on

@ the machine wakes up from hibernation or standby mode

Otherwise, all of the functions above will stop working.

www. dcsbackup .com
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To check if the OBM Scheduler Service is running properly on the local machine, go to start

menu and search for Services.

Best match

. Services
T app

Apps

». Component Services
Search suggestions

)’D services - See web results

Settings (1)

ye serwcesl

[} [::] Filters ~

Look for the DCS Online Backup Manager Services on the list. The status should be
fRunni ng o, Sarup Typhehoul d be AAut omati co.

Fomien s

[ I

PR

[ o PO

i Services O
File Action View Help
e | FHEc= HE >»®np
.. Services (Local) . Services (Local)
~
DCS Backup PRO Services MName Description Status Startup Type Log On As i
&; DCS Backup PRO Services Continuous... Running  Automatic Local Syste...l
Stop the service e
Restart the service -..‘) DE|I.VEI'}I' Optlr_"ﬂl.zatlon . Performs c-o... Running Automatlc.(... Metwork 5.
£ Device Association Service Enables pair... Manual (Trig..  Local Syste...
-.S;?;Device Install Service Enables a c... Manual (Trig..  Local Syste...
gescrlptlon: Back 4 Schedul i), Device Management Enroll... Performs D... Manual Local Syste...
S;:TLZE?;':DE; I;I:c;:p P;Oe Hier »S,;?;Device Management Wirele... Routes Wire,., Manual (Trig... Local Syste...
J,;?;Device Setup Manager Enables the ... Manual (Trig... Local Syste...
{;)_;DeviceAssociationBroker_BS... Enables app... Manual Local Syste...
{,") DevicePicker_380ea This user ser... Manual Lecal Syste...
{;?_;DevicesFloijDea Allows Con.. Manual Lecal Syste..
-.S;?;Deruer)r Background Disc.. Enables app... Manual (Trig..  Local Syste... v

\ Extended /(Standard/




7/ Start OBM

Starting with OBM v8.5.0.0, you will find two new features introduced with this latest version which are
the Mobile Backup and Two-Factor Authentication. With these new features there are several
scenarios that will be encountered for first time login if, Mobile Backup and/or Two-Factor
Authentication are enabled on the user account. Login steps for the different scenarios will be
discussed in this chapter.

7.1 Login to OBM without 2FA

To login to OBM without two-factor authentication, here are the three scenarios:

© |nitial login to OBM with no 2FA and no Mobile Add-on Module

© |nitial login to OBM_with no 2FA and with Mobile Add-on Module

© Subsequent login to OBM with no 2FA

7.1.1 Initial login to OBM with no 2FA and no Mobile Add-on Module

When logging in to OBM for the first time pre-v8.5 login sequence, please follow the
steps below:

1. A shortcut icon of OBM will be available on your desktop after installation.
Double-click the icon to launch the application.

nns
7

DE5 Backup
FRO

2. The Free Trial Registration menu may be displayed when you login for the first
time. If you want to create a free trial account please proceed to Appendix E.
Otherwise, click Login if you already have an OBM account.

L) DCS Backup PRO

WRA(’KIID

The Best On-Premises & Cloud
Backup Software

or Login

www. dcsbackup .co m.,
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3. Click Show advanced option to enter the backup server settings provided by
your backup service provider. Then, click OK to save the changes.

Backup Server

e v | [ v

Proxy (HTTP)

Use proxy to access the Internet

Off [ |

4. Enter the login name and password of your OBM account provided by your
backup service provider. Then, click OK to login.

Iﬁlnﬂ.f“'h{’lllﬂl

Login name

Password

W save password

Show advanced option

A $ 0
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5. After successful login, the following screen will appear.

www. dcsbackup .com
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L DCS Backup PRO

Trial Version

& [

Backup Sets

é o)

Restore

testing |}

Report

/>

Utilities

i ]
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8 OBM Overview

Language

7 DCS Backup PRO

MSlrackue Trial Version testing H o

0

Rl

1 i

Backup Sets Report

£ 1 />

Restore Settings Utilities

OBM main interface has nine (9) icons that can be accessed by the user, namely:

Profile

Language
Information
Backup
Backup Sets
Report

Restore

Settings

Utilities




8.1 Profile

The Profile icon shows the settings that can be modified by the user. The features that will be
shown will depend on if the user accounts was using Twilio Two-Factor Authentication in prior
to upgrading to v8.5.0.0 or above and continues to use Twilio.

WindowsTestAccount B

There are seven (7) available features:

& General
Contacts
Time Zone

Encryption Recovery

@ @ @ @

Password (Only shown for backup accounts created prior to OBM v8.5.0.0 and using
Twilio for two-factor authentication.)

@

Authentication

@  Security Settings (Only shown for backup accounts created prior to OBM v8.5.0.0 and
using Twilio for two-factor authentication.)

8.1.1 General

The General tab displaysth e u s éormaten. i n

P rOﬂ | e User Information

Login name WindowsTestAccount
General Display name

Contacts

Time Zone
Encryption Recovery

Authentication

Control Description

Login name Name of the backup account.

Display name Display name of the backup account upon logging in to the
DCS CBS User Web Console.

www. dcsbackup .com
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This will be the General tab for old backup account using Twilio for two-factor
authentication.

Pl’Oﬂ|e User Information
Login name WindowsTestAccount
Contacts
. Last Successful Login
Time Zone
Time: 10/09/2020 17:53 (C5T)
Encryption Recovery IP address: 180, NI 31
Phone number (MFA): 63- 1N
PaSSWOfd Browser / App: Windows / Chrome
Security Settings
Control ‘ Description
Login name Name of the backup account.
Display name Display name of the backup account upon logging in to the
DCS CBS User Web Console.
Time The date and time the user last logged in.
IP address The IP address used to login.

Phone number (MFA) | The phone number where sms authentication will be sent
when 2FA is enabled.

Browser / App The browser or app used to login in to DCS CBS User Web
Console or OBM.

i OSDACLD O
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8.1.2 Contacts

This refers to the contact information of the user. You can also add multiple contacts or
modify existing contact information. Having this filled in will help in sending backup and
daily reports and even recovered backup set encryption key in case it was forgotten or

lost.
P I’Ofl | e Contacts
Existing contacts
General 45 Add new contact
Contacts
Time Zone

Encryption Recovery

Authentication

Save Cancel

To add a new contact, follow the instructions below:

1. Click the [+] plus sign to add a new contact.

+ Add new contact

2. Complete the following fields then click the [OK] button to return to the main screen.
1 Name

Email

Address

Company

Website

Phone 1

=A =/ =4 =4 -4 -4

Phone 2

:

i GOSRACILD O
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New Contact

MName

Email

D Send me encrypted email (S/MIME)

Address

Company

Website

3. Click the [Save] button to store the contact information.

Profile Contacts
Existing contacts
Genel’a| n samplename
sample_email@mail.com

Contacts Add

Time Zone
Encryption Recovery

Authentication

www. dcsbackup .com
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8.1.3 Time Zone

The time zone indicated.

PI’OfI |e Time Zone
GMT+08:00 (CST) (¥

General

Contacts

Time Zone

Encryption Recovery

Authentication

Save Cancel

To modify the time zone, follow the instructions below:
1. Select from the dropdown list.

GMT=+05:00 (C5T) W

GMT+08:00 (HKT)
GMT+08:00 (KRAT)
GMT=08:00 (MYT)
GMT+08:00 (PHT)
GMT=08:00 (5GT)

GMT+08:00 (ULAT) |
GMT=08:00 (W5T)
GMT+09:00 (IRKST) -

2. Click the [Save] button to save the updated time zone.

:

i CCSRACILD O
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8.1.4 Encryption Recovery

Backup set encryption key can be recovered by turning this feature on.

NOTE: This option may not be available. Please contact your backup service provider for

more details.
P I’Ofl |e Encryption Recovery
Wwith this option enabled, you can recover your backup set encryption keys by
General sending a request to us.
on |
Contacts
Time Zone
Encryption Recovery
Authentication

8.1.5 Password

Login password can be modified anytime. Tick the [Save Password] box to bypass the
password entry upon opening the OBM.

PrOf”e Password
. Change Password .
General - :
|| save password
Contacts
Time Zone

Encryption Recovery

Password

Security Settings

www. dcsbackup .com
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To modify the password, follow the instructions below:

1. Click [Change Password].

Change Password

2. Enter the current password, then click [Next].

Change Password

Please confirm current password

3. Enter the New Password and re-enter, then click the [OK] button to return to the main
screen.

Change Password

New Password

Re-enter password

4. Click the [Save] button to store the updated password.

www. dcsbackup .co
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8.1.6 Authentication

You can use the Authentication function to:

@ Change the fPassworda

@ Enabl e or dwodactod Aathentinagiondi .

@ Add one or more device(s) registered for Two-Factor Authentication (2FA).

NOTE
Please refer to the DCS Mobile App User Guide for Android and iOS i _Chapter 6.3.1
for the detailed step-by-step procedure.

@ Remove one or more device(s) registered for Two-Factor Authentication (2FA).

@ Viewdet ai | s LastfSuccdassful Ldgindo f or réPlsosk snd dwo-Factor
Authentication (2FA).

NOTE
For Two-Factor Authentication (2FA), you can register your mobile device on both DCS Mobile app
and a third-party authenticator apps (e.g., Authy, Duo, Google Authenticator, Microsoft
Authenticator, and LastPass Authenticator).

P rOﬂ |e Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery
off | |

Authentication

Last Successful Login

No login record

o COSRACKLD O
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Password

Login password can be modified anytime. Tick the Save Password box to bypass the
password entry upon opening the OBM.

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

Password
 Change Password

| Save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

off |

Last Successful Login

No login record

To change the password, follow the instructions below:

1. Click the Change Password.

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

Password

[ ] save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

off [ |

Last Successful Login

Mo login record




2. Enter the current password.

Change Password

Please confirm current password

3. Enter the new password and re-enter it for authentication purposes. Click OK to return
to main screen.

Change Password

New Password

Re-enter password

g OSPACUD O
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4. Click Save to store the settings.

P I’Ofl | e Password
General
|| save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery
off |

Authentication

Last Successful Login

Mo login record

www. dcsbackup .com
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Two-Factor Authentication
To enable the two-factor authentication feature, follow the instructions below:

NOTE
The DCS Mobile app or a third-party authenticator apps is needed for 2FA.

1. Go to Settings > Authentication > Two-Factor Authentication.

Profile Password
Change Password
General | I
[ ] save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

off [ |

Encryption Recovery

Authentication

Last Successful Login

Mo login record

2. Swipe lever to the right to turn it on.

For the detailed step-by-step procedure on how to add a mobile device, please refer to
DCS Mobile App User Guide for Android and iOS i Chapter 6.3.1

P rOﬂ | e Password
Change Password |
General I
|| Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on |
Authentication Registered Mobile Device(s)
Add

Last Successful Login

No login record

Save Cancel
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To remove a mobile device, follow the instructions below:

1. Click the [X] button on the left side of the registered mobile device.

Profile Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on =
Authentication
B = Registered Mobile Device(s)

m Ahsay Mobile User x
E] Redmi X
Add

st Successful Login

No login record

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

o Are you sure you want to delete the registered Mobile Device for Two-Factor
"  Authentication feature?

SR $ e
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3. Mobile device is successfully removed.

P FOfI | e Password
ch. Password
General Ll
[] save password
Contacts

Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on q
Authentication Registered Mobile Device(s)
Redmi x
Add

Last Successful Login

Time: 07/12/2020 17:23 (SGT)
IP address: 175.176.33.236
Browser / App: OBM

Maobile Device: Redmi

To disable the two-factor authentication feature, follow the instructions below:

NOTE

Sliding the switch to right hand side will only turn off the two-factor authentication but it will
not automatically delete the registered mobile device(s) for Two-Factor Authentication. If you
need to delete the registered mobile device(s), this must be done manually first before
disabling Two-Factor Authentication

1. Swipe the lever to the left to turn it off.

Pr Oﬂ | e Password
Change Password
General :
Save password
Contacts

Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on =

Aithanti i
Authentication Registered Mobile Device(s)

E Ahsay Mobile User
Redmi

Add

Encryption Recovery

Last Successful Login

No login record

2. Click Save to save the settings.
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PrOﬂ | e Password

General
[ ] save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery
o [

Authen

Last Successful Login

Mo login record

ERNCE
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Last Successful Login

Displays the Date, Time, IP address, and Browser / App the user last logged in and the
registered Mobile Device.

© Time i the date and time the user last logged in.
© |IP address i the IP address used to login.

© Browser/ App i the browser or app used to login to DCS CBS User Web Console or
OBM.

© Mobile Device i the name of the device used for authentication when 2FA is enabled.

P I’Ofl | e Password
. Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on |

A i o

Authentication Registered Mobile Device(s)
Redmi x
 Add

Last Successful Login

Time: 07/12/2020 17:23 (SGT)
IP address: 175.176.33.236
Browser / App: OBM

Mobile Device: Redmi

Below is the screenshot If there is no login record yet.

P I’Ofl I e Password
Change Password
General :
v Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on —f
A o ication
Authentication Registered Mobile Device(s)
E Ahsay Mobile User X
Iﬂ Redmi x
Add

Last Successful Login

Mo login record
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8.1.7 Security Settings

The Security Settings option is for backward compatibility with Twilio Two-Factor
Authentication. It will only be visible if Twilio Two-Factor Authentication was
enabled on the user account on pre-v8.5.0.0 OBM versions.

Phone numbers that will be used for sending sms authentication will be listed here and
will show the status if it is verified or not. You can also add phone numbers here that can
be used for sending the sms authentication.

Pl’Ofl|e Security Settings

Phone numbers for SMS authentication
General Philippines (+63) - NN Verified [
Contacts Add
Time Zone

Encryption Recovery

Password

Security Settings

1. Click [Add].

Add

2. Select the country and enter the phone number, click [Add].

Security Settings

Please enter a new phone number for SMS authentication

Andorra (+376) w | 1234567890 |

3. Click the [Save] button to save the phone number.

:



P I’Oﬁ | = Security Settings

Phone numbers for SMS authentication

General phitippines (+63) - [ verite [ X
Contacts Philippines (+63) -_ Mot verified |3
Time Zone | CiC] |

Encryption Recovery

Password

Security Settings

T

8.2 Language

The list of available languages depends on the backup service provider.

English W

2l

Euskara

Catala
Cesky
Dansk
Nederlands

Suomi -

8.3 Information

The Information icon displays the product version and system information of the machine
where the OBM is installed.

[

:
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L DCS Backup PRO — [m} *

eacker

Version 8.3.4.42

Virtual Machine Open)DK 64-Bit Server VM Version 25.181-b13
Vendor Oracle Corporation

Live Threads 13 (Current) / 17 (Peak)

Daemon Threads 9

Total Threads Started 32

Heap Size 38,225 kbytes (Current) / 2,027,264 kbytes (Maximum)
Operating System Windows 10 Version 10.0

Architecture amded

Number of Processors 1

Committed Virtual Memory 216,872 kbytes

Physical Memory 1,757,832 kbytes (Free) / 4,193,844 kbytes (Total)

© 2018 DCS Backup. All Rights Reserved.

Close

8.4 Backup

This feature is used to run the backup set/s.

el

Backup

To start backing up, follow the instructions on Chapter 11 Run Backup Jobs

8.5 Backup Sets

A backup set is a place for files and/or folders of your backed up data. This feature allows the
user to select files individually or an entire folder to backup. It is also used to delete backup
set/s.

Backup Sets

To create or modify a backup set, follow the instructions on Chapter 9 Create a Backup Set

Backup Set Settings
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Below is the list of configurable settings under a Backup Set:
1 General

Source

Continuous Backup

il
9 Backup Schedule
il
Al

Destination
(Advanced settings)
In-File Delta

Retention Policy

Command Line Tool

Reminder

Bandwidth Control

=A =/ =4 =4 -4 -4

Others

General

This feature allows the user to modify the backup set name and manage the Windows User
Authentication login credentials in the backup set.

. DCS Backup PRO — m} *

E BackupSet-1 General

Name
General | BackupSet-1

Owner
DESKTOP-BRLOGP2

Backup Schedule

. Windows User Authentication
Continuous Backup

Domain Mame (e.g DCS Backup.com) / Host Name

Destination | DESKTOP-BRLOGP2 |

Show advanced settings User name

| Administrator |

Password

Delete this backup set

Backup Set Name
To modify the name of a backup set, follow the steps below:

1. Inthe Name field, enter a new backup set name.
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General

Name

Owner
w2k16R2-std

Click the [Save] button to save the updated backup set name.

6 DCS Backup PRO - a x
E BackupSet-1 General
Name
General | Backupset-1
Source Qwner

DESKTOP-BRLOGP2

Backup Schedule
‘ Windows User Authentication
Continuous Backup

Domain Name (e.g DCS Backup.com) / Host Name

Destination | DESKTOP-BRLOGP2 |

Show advanced settings User name

| Administrator |

Password

Delete this backup set

NOTE
In assigning a backup set name, make sure that it does not have an identical name.
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Windows User Authentication

To successfully perform backup and restore operations, OBM requires both read and write
permission to all the files/folders selected in the backup source.

The Windows User Authentication login credentials are used by the OBM to ensure it has
sufficient permission to access files and/or folders selected in the Backup Source, the
temporary folder location, and the backup destination if it is a network drive accessible from
backup machine via LAN, especially when running scheduled backup jobs, as the default
Windows account used by the OBM scheduler service is a local system account which does
not have access to network resources.

Windows User Authentication
Domain Mame (e.g DCS Backup.com) / Host Name

DESKTOP-ERLOGP2

User name

Administrator

Password

1 If files and/or folders selected are located on network drive(s), the login credentials for the
Windows User Authentication must have permission to access network resources, (e.g. an
administrator account).

1 If the machine is a file server shared by multiple users, then the OBM will require login
credentials with read/write permissions to access all the selected files and/or folders in the
backup source (e.g., an administrator account).

Field ‘ Description

Domain Name The domain or host name of the machine.

Login username used by the OBM to access files and/or folders

Username .
selected in the backup source.

Login password used by the OBM to access files and/or folders

Password .
selected in the backup source.
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Source

This feature allows the user to select files and/or folders in the backup source to back up.

m Sample Backup Set

General
Backup Schedule
Continuous Backup

Destination

Show advanced settings

Delete this

Backup Source

Select the files and folders that you want to backup

[ 1==) Desktop
| m My Documents

["1 R4 Favorites
. Outlook

. Windows Live Mail

Filter

v

Apply filters to the backup source

ot ‘.

v

I I would like to choose the files to backup

There are three (3) different ways to select files and/or folders to back up:

Option Description

This allows the user to back up files and/or folders in the
selected backup source entirely.

Quick or Shortcut

Filter

This allows the user to select or exclude files and/or folders
from the backup job.

Advanced Backup Source

This allows the user to select files and/or folders individually
to back up.

A 4

Quick or
Shortcut

Filter

Advanced
Backup
Source



Option 1: Quick or Shortcut

This option allows the user to quickly select a backup source to be backed up.

Backup Source

Select the files and folders that you want to backup
Desktop
m My Documents

B3 Favorites
. Outlook

. Windows Live Mail

If any of the following backup source is selected and the Backup Schedule is enabled, the
Windows User Authentication will prompt the user to enter the login password. To select a
backup source without entering the login password, the backup schedule must be disabled.

Desktop Va
My Documents F

Favorites }\f
Outlook afl
Windows Live Mail j‘

Windows User Authentication
Domain Name (e.g DCS Backup.com) / Host Name
DESKTOP-ERLOGP2

User name

Administrator

Password

Save Cancel

NOTE
During the creation of backup set, if this type of backup source (Quick or Shortcut) is selected and
the Scheduleiss et t, the Windows User Authentication screen will be displayed. You will
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need to enter the login password, otherwise, the creation of backup set will not continue.
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To know the locations of the folder(s) that will be backed up for each selected backup source,
refer to the following table:

Backup Source Description

If Desktop is selected, all files and/or folders in the following

Desktop s location will be backed up:

%UserProfile%\Desktop

If Documents is selected, all files and/or folders located in
the following location will be backed up:

%UserProfile%\Documents

If the Follow Link is enabled, all files and/or folders located

in the following locations will also be backed up:
My Documents

%UserProfile%\Music
%UserProfile%\Pictures

%UserProfile%\Videos

NOTE: The Follow link is enabled by default.

If Favorites is selected, all files and/or folders located in the

Favorites \ following location will be backed up:

%UserProfile%o\Favorites

If Outlook is selected, all files and/or folders located in the
Outlook m following location will be backed up:

%UserProfile%\AppData\Local\Microsoft\Outlook

If Windows Live Mail is selected, all files and/or folders

: located in the following location will be backed up:
Windows Live Mail =l _ _ _ _
— %UserProfile%\AppData\Local\Microsoft\Windows Live

Mail

To select files and/or folder to back up using the Quick or Shortcut option, follow the steps
below:

1. Select a backup source.

Backup Source
Select the files and folders that you want to backup

Desktop
v [&] My Documents

B3 Favorites
. Outlook

. Windows Live Mail

i COSPACUD O
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2. The Outlook and Windows Live Mail will be disabled if they were not installed on the
machine.
Backup Source

Select the files and folders that you want to backup
[]}=] Desktop
| m My Documents

O II Favorites
. Outlook

. Windows Live Mail

3. Click the [Save] button to store the selected backup source.
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Option 2: Filter

The Filter Backup Source is an alternative way to select a backup source which does not
require Windows User Authentication login password even if the backup schedule is enabled
unless the filter backup source is located on a network drive.

Filter

Apply filters to the backup source

Off |

The following options in the filter backup source does not require Windows User
Authentication login password:

Apply this filter to all files/folders in

All hard disk driv
ard disk drives All hard disk drives

#) This folder only (Input local / network address or click [Change])
SpeCiﬁC folder Change

To select files and/or folders to back up using the Filter Backup Source, follow the steps
below:

1. Swipe the lever to the right to turn on the filter setting.

er

Apply filters to the backup source
on e |

2. Click the [Add] button to create filter.

Existing filters
+ Add new filter

3. Assign a desired name to the backup filter.

New Backup Filter

Name

Filter-1

4. Select from the options below.

For each of the matched files/folders under top directory
®) Include them
Exclude them

Exclude all unmatched files/folders

Match file/folder names by
®) Simple comparison | ends with  w

Regular expression (UNIX-style)
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In this example, all files and/or folders that end with the letter 6 Xuil be included to the
backup job. You can add multiple patterns here.

Existing patterns to match

N

Add

Select whether you would like to apply the filter to all files and/or folders in all hard disk
drives or to a specific folderonly. | f 6 T hri so nfl oyl@ddeiclk tlse §dhange] button
to select the specific folder or input the local / network address that you would like to
apply the filter to.

Apply this filter to all files/folders in
All hard disk drives
®) This folder only (Input local / network address or click [Change])

W10.3.0.124\est Change

This share requires access credentials

Apply to
| File Folder

| f hisGhare requiresac c e s s ¢ r edheckedj eatér thé User name and Password
of the local or network drive. This checkbox will only be enabled if a local or network
address is detected.

~f| This share requires access credentials

User name (e.g. domain\username)
username
Password

Click the [OK] button to save the created filter, then click the [Save] button to save the
settings. Once you run a backup, all files and/or folders that match the applied filter will be
backed up.

Multiple backup filters can be created by clicking the [Add] button.

Existing filters

Filter-1
T [Users/admin/Desktop

Filter-2
Y [Users/admin/Documents

Add

NOTE
For more details about backup source file filtering, please refer to Chapter 4.1 Create a backup
set with filter in the DCS Online Backup Manager v8 Backup Source File Filter Guide.
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Option 3: Advanced Backup Source

The Advanced Backup Source is another way to select a backup source which does not
require Windows User Authentication login password even if the backup schedule is enabled
unless the advanced backup source is located on a network drive.

Advanced Backup Source

Folders

=118 This PC

‘0 &, Local Disk {C:)
[ &3 CD Drive (D)
‘M Network

-/ Libraries

Show files

Add network address

The following table shows the list of options in the Advanced Backup Source which require
and does not require Windows User Authentication login password:

Advanced Backup
Source

Description

Local Disk =~ | Does not require Windows User Authentication login password.

Requires Windows User Authentication login password. For
. B network drive/s, you will need to enter the login credentials
Network drive / . e .
which has permission to access network resources in order to
back up selected files and/or folders.

Does not require Windows User Authentication login password.

NOTE: This type of backup source may not be supported on
other versions of Windows.

Libraries
This feature is not supported on:
Windows 10
Windows 8.1
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Windows 8 and

Windows Server 2012 R2
Supported on:

Windows 7

Windows Server 2016 and
Windows Server 2008 R2

Requires Windows User Authentication login password. For

Add : ) : .
network ‘i, network drive/s, you will need to enter the login credentials
address which has permission to access network resources in order to

back up selected files and/or folders.

To select files and/or folders using the Advanced Backup Source, follow the steps below:

1. Inthe Source window, select 6 |  wlieutd ctioose the filestob ac k u p 6 .

would like to choose the files to backup

2. There are two (2) ways to select files and/or folders, one is when the files and/or folders
are located in the local machine and another way is when the files and/or folders are
located in the network.

© Inthe Advanced Backup Source window, select 6 S h flevstd display the files inside
each folder, then select the files and/or folders that you would like to back up.

Advanced Backup Source
Folders Name Size Date modified
T2 T Pt € Copy of obs-user-guide-oem 2521..  08/15/2005 11:42
200 ngnjn Fies x| Copy of ODBC 1KB  12/14/20051335 "™
%0 1 Program Files (. i&] Copy of ODBCINST 5KB  09/02/2004 16:37
401 ). ProgramData | Copy of DEWABLog 2KB  07/04/2005 18:46
-0 '. restored Ll Copy of rps-admin-guide-50.doc 189 KB 06/07/2006 18:51
5.0 0 1030124 || D D firefox 39.477..  11/06/2017 11:16
D | test gl_,j Google Chrome 43,827.. 12/01/2017 13:57
1 ; | || imsins.BAK 5KB  06/28/2005 20:39
[_].. D 0‘5;35‘5.134.7‘ 18 1sUninst 300K 10/29/1998 1645
0] Administrat, | = | Jauroexp.da 7KB  02/18/200207:35
-0 | Default [ &5 MozillaUninstall 97KB  07/05/2005 19:29
07 1. Public O || mozver.dat 12KB  02/14/2006 1728
-0 [} Windows @ NOTEPAD 65KB  08/12/2004 1200
-0 & CD Drive (D) || nsreg.dat 1KB  07/05/2005 19:29
ER Neﬂwk O [ obm_help 1,976..  08/11/20051753
M CLouD-sackupsry || = @ obs-admin-guide-old 1,075..  06f17/2005 12:06
T |4 abs-user-guide-50 2540..  0310/2006 1135
= Libraries ¥ [ @ obs-user-guide-oem 2521..  08/15/2005 1142
€ obs-user-guide 2481..  11/01/200517:49 ¥
< b S Jeon 1ne1 2 imnnE A
Items per page | 50 W | Page|1/1 w

Add network address
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© |f the files and/or folders are located in a network drive, clic k  tAddeetwdork
addre s s 6. Ehter th& network address.

Network Address
Input the details of network address, and click [OK] to proceed.

Network address (e.g. \\servername.domain\path)

If access credentials are required to access the network, then check the A Tslhares
requires access credentia | s éckboxh The checkbox will only be enabled once the
network address is entered. Enter the User name and Password of the network drive
and click the [OK] button.

«f| This share requires access credentials

User name (e.g. domain\username)
username
Password

By default all the files inside the folder in the network drive is selected for backup.
But there is still an option to deselect files that you do not want to be included in the

backup.
Advanced Backup Source
Folders Name Size Date modified
-8 This PC D AhsayACB_UserGuideforWindows_versi... 15KB 07/10/2018 17:24
&0 é- Local Disk (C:) ’—‘T AhsayCBS_version7_UserGuide 15KB 07/10/2018 17:24 A
-] & CD Drive (D) || AhsayCloudFileBackupSolution_v10.pptx 39KB  03/18/201915:06
_ AhsayCloudFileBackupSolution_v7.pptx 39KB 03/18/2019 15:06

€ Network

-4 Libraries

#-[2 B2 \125.5.184.23\Share
T \125.5.184.23\testfiles

|| AhsayCloudFileBackupSolution_v8.pptx 39KB 03/18/2019 15:06
|_| AhsayCloudFileBackupSolution_v9.pptx 39KB 03/18/2019 15:06
AhsayOBM_version7_QuickStartGuide 15KB 07/10/2018 17:24
R| AlertMessageFive 3kB 02/28/201912:10
R AlertMessageFour 3kB 02/28/201912:10
R AlertMessageOne 3KB 02/28/201912:10

R AlertMessageThree 3KB 02/28/201912:10
) [Ma] AlertMessageTwo 3KB 02/28/201912:10
(%} D BackupSet_2015 15KB 07/10/2018 17:24
D BackupSet_2016 15KB 07/10/2018 17:24
D BackupSet_2017 15KB 07/10/2018 17:24
D BackupSet_2018 15KB 07/10/2018 17:24
@ [5] BackupSet_2019 15KB 07/10/2018 17:24
| BackupSolution 8KB 12/17/2018 14:27
__| File snapshot testing 8Ke 12/17/2018 14:27

__ File snapshot testing1 8KB 01/15/201910:12
| File snapshot testing2 8KB 01/15/2019 10:12

v
| File snapshot testing3 8KB  01/15/201910:12

V| Show files Items per page | 50 v | Page|1/1 w

Add network address
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NOTE

U There must be a specific folder that is shared in the network drive that will be
entered in the network address e.g. \\125.5.184.23\Share

U Temporary folders location are not supported for individual login credentials but
can still be setup separately using existing Windows User Authentication login.

3. Click the [OK] button to save the selection, then click the [Save] button to store settings.

In selecting files and/or folders to back up, the three (3) options can be used simultaneously.
For more details, please refer to the example scenarios below:

Scenario 1 (Quick or Shortcut + Filter)

You can use the quick or shortcut option and apply filter to the selected backup source at the
same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source

Select the files and folders that you want to backup

E Desktop

! [&] my Documents

B3 Favorites
E Outlook

E Windows Live Ma

2. Create a filter which will be applied to the backup source.

Existing filters
+ Add new filter

RN $ 0 e




New Backup Filter
Name

| Fiter-1

For each of the matched files/folders under top directory
(@) Include them
_) Exclude them

[ ] Exclude all unmatched files/folders

Match file/folder names by
(@) Simple comparison ' ends with w

) Regular expression (UNIX-style)

Existing patterns to match

Apply this filter to all files/folders in
(@) All hard disk drives
This folder only (Input local / network address or click [Change]) v

3. Click the [OK] button to save the created filter, then click the [Save] button to store

settings.
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Scenario 2 (Quick or Shortcut + Advanced Backup Source)

You can use the quick or shortcut option and select files and/or folders in the advanced
backup source at the same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source

Select the files and folders that you want to backup

Desktop
4 m My Documents

B3 Favorites
H Outlook

H windows Live Mail

2. In the source window, click 6 |

avlikeutd choose the f i

es to

$eleat theuiled

and/or folders that you would like to back up. Or click 6 A chetwork addresséto backup

files and/or folders located in a network drive.

would like to choose the files to backup

Folders
L L g LULa) LR g
&[] . Perflogs
-] |, Program Files
®B-0 M Program Files (;
#-[] . ProgramData

=0 | restored
e-0 J 1030124
i@ test

B J Users

[ . Default
@) ) Public
-] L Windows
&[0 &) CD Drive (Dg)
=] cj MNetwork
-;‘5 CLOUD-BACKUPSRY
M tsclient
[#- =l Libraries

< >

| Show files

Add network address

#- ) 125.5.184.7¢

"D L Administrat

w

Name

Copy of ODBC
Copy of ODBCINST
| Copy of OEWABLog

|| Copy of rps-admin-guide-50.doc

[ ) firefox

] D Google Chrome

[ | imsins.BAK

] @ IsUninst

[ |_] jautoexp.dat

[ i2h MozillaUninstall

[J || mozver.dat

@ NOTEPAD

|| nsreg.dat

[ obm_help

O @ obs-admin-guide-old
i: obs-user-guide-50
@ obs-user-guide-oem
G‘ obs-user-guide

[ TN .

€ Copy of ohs-user-guide-oem

Size
2,521 ...
1KB
5KB
2KB
189 KB
39,477..
43,827..
SKB
300 KB
7KB
97 KB
12KB
65 KB
1KB
1,976..
1,075 ...
2,540..
2,521 ...
2,481 ..

Items per page | 50

Date modified
08/15/2005 11:42
12/14/2005 13:35
09/02/2004 16:37
07/04/2005 18:46
06/07/2006 18:51
11/06/2017 11:16
12/01/2017 13:57
06/28/2005 20:39
10/29/1998 16:45
02/18/2002 07:35
07/05/2005 19:29
02/14/2006 17:28
0B/12/2004 12:00
07/05/2005 19:29
0B/11/200517:53
06/17/2005 12:06
03/10/2006 11:35
08/15/2005 11:42
11/01/2005 17:49

V| Page|1/1 w

3. Click the [OK] button to save the selection, then click the [Save] button to save settings.
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Scenario 3 (Filter + Advanced Backup Source)

You can use the filter backup source and select files and/or folders in the advanced backup
source at the same time. To use this type of combination, follow the steps below:

1. Create afilter.

On

Filter

Apply filters to the backup source

Existing filters

Filter-1
C\UserstAdministrator\Desktop

Add

B |

2. Inthe source window, cl i ¢ k &1 wo usk tthe files tkbackupd cadtextdhe files
and/or folders that you would like to back up. Or

files and/or folders located in a network drive.

would like to choose the files to backup

Advanced Backup Source

c | doelworbatldilr e s s 6 up o

Name Size
L:L;:r,f':;g‘:’ G‘ Copy of obs-user-guide-oem 2521 ..
Program Files 4 | Copy of ODBC 1KB
=1 P & Files (: 4 | Copy of ODBCINST 5KB
o Prugrale :5 ] | Copy of DEWABLog 2k
| ProgramData
. tg " || Copy of rps-admin-guide-50.doc 189 KB
: ID resfurz 0124 O ) firefox 39,477...
T D ot 5 Google Chrome 43,827...
| tes
. | imsins.BAK 5KB
& 1sUninst 300KE
O || jautoexp.dar 7KB
[] {25 MozillaUninstall 97 KB
O mozver.dat 12KB
'/ Publ =
L) & Public ¥ @ NOTEPAD 65 KB
O )} windows
7] | nsregdat 1KB
B[] &3 CD Drive (D:) D% abrm el 1976
oSN N obm_help 976 ..
;. erwer ] G‘ obs-admin-guide-old 1,075 ...
11 obs-user-guide-50 2,540 ...
- i N
B .+ ‘LTJ fociient hs G‘ obs-user-guide-oem 2521 ..
g Ll @ obs-user-guide 2,481 ..
< b S Jeon
~| Show files Items per page | 50

Add network address

3. Click the [OK] button to save the selection, then click the [Save] button to store settings.
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Date modified
0B/15/2005 11:42

12/14/2005 13:35 ~

09/02/2004 16:37
07/04/2005 18:46
06/07/2006 18:51
11/06/2017 11:16
12/01/2017 13:57
06/28/2005 20:39
10/29/1998 16:45
02/18/2002 07:35
07/05/2005 19:29
02/14/2006 1728
08/12/2004 12:00
07/05/2005 19:29
08/11/2005 17:53
06/17/2005 12:06
03/10/2006 11:35
08/15/2005 11:42

11/01/2005 1749 v
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Backup Schedule

This feature allows the user to assign a backup schedule for the backup job to run
automatically.

m Daily Backup-1 Schedule
Run scheduled backup for this backup set
General on e |

Source Existing schedules
Backup Schedule

Backu p Schadule Paivittain (Jokapaivainen varten 20:00)
Add

Continuous Backup

Destination

Show advanced settings

Delete this backup set

Backup Schedule

Name

‘ Backup Schedule

Type
Daily

Start backup

‘at vHZO VHOO v{

Stop

’ until full backup completed w ‘

[v] Run Retention Policy after backup

Delete this backup schedule
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To configure a backup schedule, follow the steps below:

1. Swipe the lever to the right to turn on the backup schedule setting. The backup schedule
is configured as fDaily at 20:000by default.

Schedule

Run scheduled backup for this backup set

on ]

Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

2. Select an existing backup schedule to modify or click the [Add] button to create a new
one.

Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

Add

3. Inthe New Backup Schedule window, configure the following backup schedule settings.

New Backup Schedule
Name
Daily-1
Type
Daily ~
Start backup

at Vv |14 w10 »

Stop

until full backup completed w

Run Retention Policy after backup

© Name i the name of the backup schedule.

© Typei the type of backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.

o OSIACKLD O
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Daily i the time of the day or interval in minutes/hours when the backup job will
run.

ew Backup Schedule
Name
Daily-1
Type
Daily L¥]
Start backup

at v 15 w141 W

Stop

until full backup completed w

Run Retention Policy after backup

Weekly i the day of the week and the time of the day or interval in
minutes/hours when the backup job will run.

ew Backup Schedule

Name
|Weekly-‘|‘ |

Type
Weekly w

Backup on these days of the week
sun Mon Tue Wed Thu Fri |v| Sat

Start backup
at W23 & D00 W

stop

until full backup completed w

Run Retention Policy after backup

Monthly i the day of the month and the time of that day which the backup job
will run.

New Backup Schedule
Name

Monthly-1
Type

Monthly w

Backup on the following day every month

®) Day |Last w
First Sunday

Start backup at

23 & 1| 59 w | on the selected days

Stop

until full backup completed w

+| Run Retention Policy after backup
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@ Custom i a specific date and the time of that date when the backup job will run.

New Backup Schedule

MName

Custom-1

Type
Custom  w
Backup on the following day once

2019 || December w |31 w

Start backup at
23 W 1|59 W

Stop

until full backup completed w

+| Run Retention Policy after backup

© Start backup 1 the start time of the backup job.

@ at7 this option will start a backup job at a specific time.

@ every i this option will start a backup job in intervals of minutes or hours.

Start backup
cvery v
Stop 1 minute ~
until full bg 2 Minutes
3 minutes
Run Retg 4 minutes backup
5 minutes
6 minutes
10 minutes
12 minutes

Start backup
every w || 1minute  w
Stop 30 minutes "
until full b
2 hours
Run Retg 3 hours backup
4 hours
& hours
8 hours
12 hours v

Here is an example of a backup set that has a periodic and normal backup

schedule.

K

New Backup Schedule
Name
Weekly-1
Type
Wweekly w

Backup on these days of the week

sun | Mon |« Tue |« Wed | Thu |« Fri
Start backup
every w || 4 hours ~
Stop

until full backup completed

~| Run Retention Policy after backup

T =

w Backup Schedule

Name
Weekly-2

Type
Weekly w

Backup on these days of the week

Sat | Sun Mon Tue Wed
Start backup
at W21 w100 W

stop

until full backup completed w

+| Run Retention Policy after backup

Thu

Fri

| Sat

Figure 1.1

Figure 1.2




www. dcsbackup
72

Figure 1.1 1 Periodic backup schedule runs every 4 hours from Monday i
Friday during business hours

Figure 1.2 7 Normal backup schedule runs at 21:00 or 9:00 PM on Saturday and
Sunday on weekend non-business hours

© Stop i the stop time of the backup job. This only applies to schedules with start

backup fi a t 0 s retnsdppairted for periodic backup schedule (startb a ¢ k u p

(]
L=

until full backup completed i this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

after (defined no. of hrs.) 1 this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not.
This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough to
back up all files, then the outstanding files will be backed up in the next backup
job. However, if the backup set contains large files, this may result in partially
backed up files.

For example, if a backup has 100GB file size which will take approximately 15
hours to complete on your environment, but you sett h e faster 10 maurs,
the file will be partially backed up and cannot be restored. The next backup will
upload the files from scratch again.

The partially backed up data will have to be removed by running the Data
Integrity Check.

As a general rule, it is recommended to review this setting regularly as the data
size on the backup machine may grow over time.

feveryo)

© Run Retention Policy after backup i if enabled, the OBM will run a retention policy
job to remove files from the backup destination(s) which have exceeded the retention

policy after performing a backup job.

Click the [OK] button to save the configured backup schedule settings.
Click the [Save] button to save settings.

Multiple backup schedules can be created.

Schedule

Run scheduled backup for this backup set
on T |

Existing schedules

Daily-1
Daily (Everyday at 18:00)

E Weekly-1
Weekly - Saturday (Every week at 23:00)

Monthly-1
Monthly - The Last Day (Every month at 23:59)

ﬁ Custom-1
Custom (12/31/2019 at 23:59)

Add
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Continuous Backup

This feature provides backup for selective data whenever a change is made. This feature is
disabled by default.

E Data Backup Continuous Backup

Backup whenever a change is made

General off | .
Source
Backup Schedule

Continuous Backup

Destination

Show advanced settings

Delete this backup set

To enable the continuous backup, follow the steps below:

1. Swipe the lever to the right to turn on the continuous backup setting.

Continuous Backup

Backup whenever a change is made

on =

2. ltis recommended to select this option to avoid backing up files that are marked as
system files.

Backup set type
File

Do not backup files defined as system files

3. Define how often the continuous backup job will run. The backup time interval can be set
from 1 minute to 12 hours.
Define how often backup run

30 minutes w
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4. This applies the continuous backup on small regular update files. The file size can range

from 25MB to unlimited MB.
Only apply to files smaller than

4096 v  MB

NOTE
For large file size, the continuous backup may not run with a short time interval. You may need
to adjust the continuous backup time interval (in step 3).

This allows the user to create an exclude filter to exclude files and/or folders from the
backup job. Click the [Add] button to create an exclude filter.

Exclude Filter

Existing Exclude Filters

b Add new exclude filter

If an exclude filter is created, click the [OK] button to save the created exclude filter, then
click the [Save] button to save the configured continuous backup settings.

NOTE

Only File backup sets on Windows operating system will support Continuous Backup Schedule
on v8.3.4.0 (or above)

All v7 and pre-v8.3.4.0 Windows non-File backup sets with Continuous Backup Schedules will
be automatically converted to periodic backup schedules after upgrading to v8.3.4.0 (or above)

A 2




Destination

This feature allows the user to select a backup mode and add an additional storage
destination.

Destination

Backup mode

Sequential w

Existing storage destinations

@ DCS Backup CBS

Lo L

There are two (2) different types of backup mode:

Backup mode ‘ Description
Sequential This is the configured backup mode by default. This backup mode
q will run a backup job to each backup destination one by one.
This backup mode will run a backup job to all backup destinations
Concurrent .
simultaneously.

Comparison between Sequential and Concurrent Backup mode

Backup mode Pros Cons
U Takes less resources inthe | G Backup job is slower than in
local machine (e.qg., concurrent mode since the
Sequential memory, CPU, bandwidth, backup job will upload the
etc.) to complete a backup backup data to the selected
job. backup destinations one at a
time.
U Backup job is faster thanin | i Requires more resources in
Sequential mode. the local machine (e.g.
Concurrent memory, CPU, bandwidth,
U Maximum number of etc.) to complete a backup
concurrent backup job.
destinations can be
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configured.

To modify the backup mode, follow the steps below:
1. Go to Backup Sets, then choose a backup set.
2. Select the [Destination] tab in the backup set settings.

3. Click the drop-down button to select a backup mode.

Destination
Backup mode

Sequential w

4. If i Cnourren t 0 elected, dick the drop-down button to select the no. of maximum
concurrent backup destination.

Maximum concurrent backup destinations

2 v

5. Click the [Save] button to save the selected backup mode.
To add a new storage destination, follow the steps below:

1. Click the [Add] button.
Existing storage destinations

m DCS Backup CBS

Add

2. Click the drop-down button to select a backup destination.

New Storage Destination / Destination Poo

Mame

Destination storage

@ bcs Backup cBs v

DCS Backup CBS

E Local f Mapped Drive / Metwork Drive / Removable Drive

i COSRACKLD O
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If the Local / Mapped Drive / Network Drive / Removable Drive is selected, click the

[Change] button to select a new storage destination or input the local or network address.

Check ¢sBHare requires accesscredent i al s 6

validate access to it.

Destination storage

| ﬂ Local f Mapped Drive / Network Drive / Removable Drive |

Path (Input local / network address or click [Change])

|\\‘I 0.3.0.124\test |-

This share requires access credentials

User name (e.g. domainusername)

thén cliclethe (iTest] kutton to

|admin

Password

4. |If there is an added storage destination, click the [OK] button to save the added one.
Then click the [Save] button to save the updated backup mode and the added storage

destination.

X

The error below will appe a r
access credentials are setup in the storage destination.

[Exception] Access is denied due to invalid credentials

NOTE
i fharéréquitesaccesscre d e nt i atlchedkediared n

Select Show advanced settings to modify the In-File Delta, Retention Policy, Command Line
Tool, Reminder, Bandwidth Control, and other configurable items.
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. DCSBackup PRO

E Data Backup Destination

Backup mode

Genera e 3

Source Existing storage destinations

Backup Schedule

Continuous Backup

Show advanced settings

Delete this backup set

o (CSIRCHIR O
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In-File Delta

In-file delta technology is an advanced data block matching algorithm which is capable to pick
up the changes (delta) of file content between two files.

E Backup Set Sample In-File Delta
Enable In-File Delta incremental / differential backup
General A on
Default type
Source
Incremental W
BaCkUp SChedL‘”e Show advanced settings

Continuous Backup

Destination

Retention Policy
Command Line Tool
Reminder

Bandwidth Control

Others

Delete this backup set

There are two (2) default types of In-File Delta:

In-File Delta Type Description

The delta is generated by comparing with the last uploaded full
Differential file only. Delta generated with this method will grow daily and
uses more bandwidth.

This is the configured In-file delta by default. The delta is
generated by comparing with the last uploaded full of delta file.
Delta generated with this method is smaller and uses the least
bandwidth.

Incremental
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Comparison between Incremental and Differential In-File Delta

In-File Delta Type

Differential

Pros

U Backup speed is faster than
Full backup.

U Restoration is faster than
data backup with
Incremental In-File Delta.

Less storage space is need

than a Full backup.

Cons

Backup process is slower than
Incremental In-File Delta
backup.

Restoration is slower than data
backup with Full backup.

Incremental

U Backup process is fastest
among all three (3) types;
Full, Differential, and
Incremental

U Least storage space is
required.

Restoration is slowest among
all three (3) types; Full,
Differential, and Incremental.

For restoration, the full file and
all deltas that does not chain
up to the required point-in-time
may result to broken delta
chain.

To configure the In-File Delta settings, follow the steps below:

1. Swipe the lever to the right to enable the In-File Delta.

N-Fi

On

e De

la

Enable In-File Delta incremental / differential backup

1

2. Click the drop-down button to choose an In-File Delta type, then click Show advanced
settings to display all configurable items.

Default type

Incremental we

Show advanced settings

3. Click the drop-down button to specify the In-File Delta block size. This is configured as

i Btoo

by

de

fault

In-File Delta block size

Aufo W | Bytes

4. Click the drop-down button to select how much of the file size (MB) the In-File Delta logic
will apply to. By default, the In-File Delta logic is configured to apply to files larger than 25

MB.

25

Only apply In-File Delta to files larger than

v | MB
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5. A full file will be uploaded when either of these conditions is met. This setting can also be
configured.

Upload full file when either of these conditions is met

«f | Mumber of deltas is over 100 (¥

+f | Delta ratio (delta file size / full file size) is over | 50w

| Failed to generate delta file

© This allows the user to configure a different In-File Delta setting to override the default
In-File Delta.

@  Weekly variations 1 for example, you set Sunday to perform a full backup, for
the rest of the week, a backup based on the default In-File Delta will be run.

Weekly variations for overriding default type

Sunday Full Thursday  Full
Monday Full Friday Full
Tuesday Full Saturday  Full

Wednesday Full

@ Yearly variations i for example, you set a particular day in January to perform
a full backup, for the rest of the year, a backup based on the default In-File Delta

will be run.
Yearly variations for overriding default type and weekly variations
| January Full July Full
| February  Full || August Full
March Full September Full
April Full October Full
May Full November Full
June Full | December  Full

This allows the user to specify which day of the selected months in yearly
variations the backup job will be run. (e.g., First of January, March, May...)

Day of the selected months in yearly variations

® Day 1 Lo

First Friday

6. Click the [Save] button to save the modified In-File Delta settings.
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Retention Policy

When the OBM identifies files and/or folders that are deleted, updated, or with updated
permission/attributes during a backup job, these files and/or folders will then be moved from
the data area to the Retention area.

Retention area is a place used as a temporary destination to store these files (deleted,
updated, or with updated permission/attributes during a backup job). Files and/or folders in
the retention area can still be restored.

The Retention Policy is used to control how long these files remain in the retention area
when they are removed which can be specified in the number of days, weeks, months, or
backup jobs. Retained data within all backup destinations (e.g., DCS CBS, local drive,
SFTP/FTP, and cloud storage) are cleared by the retention policy job.

The default Retention Policy setting for a File Backup Set is 7 days, but the appropriate
Retention Policy setting depends on individual, contractual, or regulatory requirements.

m Backup Set Sample Retention Policy
How to retain the files in the backup set. which have been deleted in the
Genera| ~ backup source
®) Simple
Source Advanced

Backup Schedule :eepthe dEIEtEdﬁES fo[:ay{s} v
Continuous Backup

Destination

In-File Delta

Command Line Tool

Reminder

Bandwidth Control

Others

Delete this backup set

NOTE
There is a trade-off between the retention policy and backup destination storage usage. The higher
the retention policy setting, the more storage is used, which translates into higher storage costs.




There are two (2) different types of Retention Policy:

Type

Simple

Description

A simple retention policy is a basic policy where the retained files (in the
retention area) are removed automatically after the user specifies the

number of days or backup jobs.

Advanced

An advanced retention policy defines a more advanced and flexible policy
where the retained files (in the retention area) are removed automatically

after a combination of user defined policy.

Comparison between Simple and Advanced Retention Policy

Control Simple Advanced
Can keep the deleted files within 1 to Not applicable
Backup Jobs 365 backup job(s)
Can keep the deleted files within 1 to (;an kgep the deleted
Days 365 day(s) files within 1 to 365
y day(s)
U Daily
0 Weekly
. U Monthly
T Not licabl
ype ot applicable 0 Quarterly
0 Yearly
U Custom
User-defined name Not applicable Applicable

WARNING

When files and/or folders in the retention area exceed the Retention Policy setting, they are
permanently removed from the backup set and cannot be restored

To configure a Simple Retention Policy, follow the steps below:

1. Go to Backup Sets, then select a backup set.

2. Click the [Retention Policy] tab in the Backup Set Settings.

w

Select [Simple] from the options, then click the drop-down button to define the number of

day(s) or job(s) which the deleted files will be retained. This is configured as seven (7)
days by default.

source
e Simple
Advanced

7

Retention Policy

How to retain the files in the backup set which have been deleted in the backup

Keep the deleted files for

v || Dayls) w

4. Click the [Save] button to save the configured retention policy settings.

o OSDACLD O
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To configure an Advanced Retention Policy, follow the steps below:

1. Go to Backup Sets, then select a backup set.
2. Click the [Retention Policy] tab in the Backup Set Settings.

3. Select [Advanced] from the options, then click the [Add] button to create.

Retention Policy

How to retain the files in the backup set, which have been deleted in the backup
source

Simple
e Advanced

Existing advanced retention policies

+ Add new advanced retention policy

4. Assign a desired name to the retention policy.

New Retention Policy

Name

Daily-1

5. Click the drop-down button to display the retention type, then select one.
Type
Daily v

D

Weekly
Monthly
Quarterly
Yearly

Custom

6. Click the drop-down button to specify the period on which the deleted files will be kept in
the backup set.

The past number of days on which different versions of your files are retained

7. Click the [OK] button to save the configured advanced retention policy, then click [Save]
to save the settings.

AR $ e
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For further details about how to configure an advanced retention policy for each type (Daily,
Weekly, Monthly, Quarterly, Yearly), refer to the examples below:

1 Example no. 1: To keep the retention files for the last seven (7) days:

Name

Daily-1

Type

Daily u

The past number of days on which different versions of your files are retained

7 v

1 Example no. 2: To keep the retention files for the last four (4) Saturdays:

Name

Weeky-1

Type
Weekly u

The days within a week on which different versions of your files are retained
sun Mon Tue Wed Thu Fri || Sat

The number of weeks to repeat the above selection

4 L

1 Example no. 3: To keep the retention files for the 15t day of each month for the last three

(3) months:

Name

Monthly-1

Type

Monthly u

The day within a month on which different versions of your files are retained

e Day|1 w
First Sunday

The number of months to repeat the above selection

3 v

1 Example no. 4: To keep the retention files for the 15t day of each quarter for the last four

(4) quarters:

Name

Quarterly-1

Type

Quarterly u

The day within a quarter on which different versions of your files are retained

®Day 1 w
First Sunday

Months of quarter

January, April, July, October v

The number of quarters to repeat the above selection

4 W

9



1 Example no. 5: To keep the retention files for the 1st day of each year for the last seven
(7) years:

Name

| Yearly-1 |

Type

The day within a year on which different versions of your files are retained

Oy~
ool v

() First v | Sunday v

(O Sunday v of Weekl W

The number of years to repeat the above selection

NOTE
Multiple advanced retention policy can be created.
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There are three (3) ways to run the Retention Policy:
1 Backup Scheduler

1 Manual Backup

1 Space Freeing Up

Backup Scheduler (Recommended)
To run a retention policy job after a scheduled backup job, follow the steps below:

1. Click the [Backup Schedule] tab in the backup set settings.

m Daily Backup Schedule
Run scheduled backup for this backup set
General on [==N
Source Existing schedules

Backup Schedule
Bad«"up Schedu\e Daily (Everyday at 20:00)
Continuous Backup

Destination

Show advanced settings

Delete this backup set

2. Select an existing backup schedule or add a new one.

m Daily Backup Schedule
Run scheduled backup for this backup set
General on (=1
Source Existing schedules

Backup Schedule

= Daily (E d t 20:00,
Backup Schedule -’”‘ ey S0

Continuous Backup

Destination

Show advanced settings

Delete this backup set
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3.

In the Backup Schedulewi ndow, s el etoh PolicyRraiter baBkeut pediin &
retention policy job after a scheduled backup job.

Backup Schedule

Name
Backup Schedule

Type
Daily

Start backup at

20 w00 v
Stop

until full backup completed w

[ Run Retention Policy after backup

Delete this backup schedule




Manual Backup

To run a retention policy job after a manual backup, follow the steps below:

1. Click the Backup icon in the OBM main interface.

2. Select the backup set that you would like to back up and run the retention policy job on.

Please Select The Backup Set To Backup

Sort by

Backup Set Sample
Owner: W7-pro
Last Backup: Monday, September 30, 2019 15:14

Daily Backup
Qwner: wW7-pro
Last Backup: Monday, September 30, 2019 15:21

o CSORCHIR O
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3. Click Show advanced option to display other settings.

Choose Your Backup Options

E Backup Set Sample

Backup set type
File

Show advanced option

Previous Backup Cancel

4. Sele ct 6 Ruion PRIEy afien lac k utp réin a retention policy job after a backup job.

L7 DCS Backup PRO - O X

Choose Your Backup Options
m Backup Set Sample

Backup set type
File ~

In-File Delta type

O Full

() Differential

(®) Incremental

Destinations

- [ ocs eackup cas

Retention Policy

|:| Run Retention Policy after backup

Hide advanced option

Previous Backup Cancel

o CSORCKID O
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Space Freeing Up

To run a retention policy job manually via backup client interface, follow the steps below:

1. Click the Utilities icon in the OBM interface.

Utilities

2. Select the [Space Freeing Up] tab in the Utilities settings.

Ut|||t|eS Free Up Storage Space
To remove obsolete files from your backup destination according to your retention
Data mtegﬂty Check policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.
Space Fr‘eeing Up Select a backup set
| Backup Set Sample v |

Delete Backup Data

Select a destination

Decrypt Backup Data K v
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3. Select the corresponding backup set and destination (e.g. DCS CBS, local drive, cloud
storage) where you want the retention policy job to run on.

L DCS Backup PRO - [m] x
UtI|ItIeS Free Up Storage Space
To remove obsolete files from your backup destination according to your retention
Data Integr’ity Check policy setting to free up your storage space, select backup set(s), destination(s) and

then press Start.

Space Ff’eeing U p Select a backup set
~

Backup Set Sample
Delete Backup Data

Select a destination

Decrypt Backup Data

Start

4. Click the [Start] button to run the retention policy job.

NOTE
For more details about Space Freeing Up, please refer to Space Freeing Up in Chapter 8
OBM Overview.

Command Line Tool

This feature allows the user to configure a pre-backup or post backup command which can
be: an operating system level command, a script or batch file, or third-party utilities to run
before and/or after a backup job.

e.g., Connecting to a network drive and disconnecting a network drive, stopping a third-party
database (not officially supported by DCS ) to perform a cold backup, and restarting a third-
party database after a backup.
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E Backup Set Sample Pre-Backup Command Line Tool

Existing custom commands to run before backup

General + Add new pre-backup command line tool
Source
Backup Schedule Post-Backup Command Line Too

Existing custom commands to run after backup

Continuous Backup _
+ Add new post-backup command line tool

Destination

In-File Delta

Retention Policy

Command Line Tool

Reminder

Bandwidth Control
Others

Hide advanced settings

Delete this backup set

Requirements and Best Practices
Error and Exception Handling

Each pre-backup command or batch file should have an error and exception handling. If a
pre-backup command contains an error, although an unhandled error may not hinder the
backup job process, and the backup job is successful, it will result to a status indicating
completed backup with warning(s). For more details about backup report status, please refer
to Backup Reports in Chapter 8 OBM Overview.

Command or Batch File Compatibility

Make sure that each command (pre-backup and post-backup) are tested thoroughly before
including them to the backup job.

Scheduled Backup

If the scheduled backup job is set to stop after x no. of hours, make sure that the duration of
the running backup job will not be affected. You may need to adjust the number of hours in
the backup schedule configuration. Please refer to Backup Schedule for more details.
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Pre-backup Command Limitation

A Windows reboot or shutdown must not be used in the pre-backup command. Otherwise, the
machine will shut down immediately that will result to a status indic at i ng @mdget k up
finshed 6, whi c h cirathhe DE® CB® Usmi¥eld Console. Please refer to DCS CBS
Backup Reports for more details.

Post-backup Command Recommendation

It is recommended to include a timeout for a post-backup command to shut down the
machine. The timeout must be adjusted until when the OBM sends the backup job status to
the DCS CBS.

In this example, the configured post-backup command is to shut down the machine that has a
timeout set to ninety (90) seconds. The machine will shut down automatically after the
specified time.

Post-Backup Command Line Tool

Name

Post-Backup-1
Working Directory

c Change
Command

shutdown /s /t 90

This is to ensure that the OBM has enough time to complete the backup process in order to
send the backup job status to the DCS CBS before the machine shuts down. See screenshot

below:
Show | All v
Type Log Time
) [NewFile]... 53% of "C:\Users\Administrator\Desktop\New folder\photo-1493246507130-01 eBfad3978e jpg" 09/05/2019 12:05:54
o [New File]... 65% of "C:\Users\Administrator\Deskrop\New folder\photo-1493246507139-01 e8fad3978e.jpg" 09/05/201912:0554 A
o [New File]... 76% of "C:\Users\Administratar\Desktop\New folder\photo-1493246507139-91e8fad3978e.jpg" 09/05/2019 12:05:54
o [New File]... 88% of "C:\Users\Administrator\Desktop\New folder\photo-1493246507139-01e8fad3978e.jpg" 09/05/2019 12:05:54
0 [Mew File]... 100% of "C:\Users\Administrator\Desktop\New folder\photo-1493246507139-91e8fad9978e jpg" 09/05/2019 12:05:54
o Total New Files = 35 09/05/2019 12:05:55
o Total New Directories = 5 09/05/2019 12:05:55
© Total NewLinks =0 09/05/2019 12:05:55
) Total Updated Files = 0 09/05/2019 12:05:55
0 Total Attributes Changed Files = 0 09/05/2019 12:05:55
o Total Deleted Files =0 09/05/2019 12:05:55
o Total Deleted Directories =0 09/05/2019 12:05:55
0 Total Deleted Links =0 09/05/2019 12:05:55
0 Total Moved Files = 0 09/05/2019 12:05:55
o Deleting Shadow Copy snapshot for volume "W\Volume{d8b4117e-f9e7-11e6-0e11-806e6fGe69631" 09/05/2019 12:05:56
o Deleting Shadow Capy snapshot for valume "C\" 09/05/2019 12:05:56
o Saving encrypted backup file index to 156765618078%/blocks at destination AhsayCBS... 09/05/2019 12:05:57
0 Saving encrypted backup file index to 156765618078%/blocks/2019-09-05-12-05-38 at destination AhsayCES... 09/05/2019 12:05:57
o Start running post-commands 09/05/2019 12:05:58
o [Post-Backup-1] shutdown /s ft 90 09/05/2019 12:05:58
o Finished running post-commands 09/05/2019 12:05:59
o Deleting temporary file C\Users\Administratoritemp\1567656180780\0BS@1567656260848 09/05/201812:0559
0 Backup Completed Successfully 09/05/2019 12:05:59
Logsperpage |50 w Page |2/2 w
NOTE
For more details about detailed backup report, please refer to Backup Reports in Chapter 8 OBM
Overview.
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There are three (3) fields in the command line tool:

Field Description

The user-defined name of the pre-backup or post-backup

Name
command.

The location in the local machine which the pre-backup or
Working Directory post-backup command will run at, or the location of the
command or created batch file.

The pre-backup or post-backup command which can be
defined as a native command or command to execute a
batch file, command, or a VBScript (exclusively for
Windows).

Command

www. dcsbackup .com
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Pre-backup Command

A pre-backup command is used to execute an action or process before the start of a backup
job. To create a pre-backup command, follow the steps below:

1. Click the [Add] button.
Pre-Backup Command Line Tool

Existing custom commands to run before backup

+ Add new pre-backup command line tool

2. Assign a desired name to the pre-backup command.

New Pre-Backup Command Line Too
Name

Pre-Backup-1

3. Click the [Change] button to locate the working directory of the command.
Woarking Directory

A Change

4. Input a command to be run before a backup job. In this example, the pre-backup
command will connect to a network drive before the backup process.
Command

net use WW16_SPD2013\share

5. Click the [OK] button to save the created pre-backup command, then click the [Save]
button to save settings.

6. Once the backup job is complete, click the [Q button to display the backup report log
where you can check if the pre-backup command has run successfully.

Show | All v
Type Log Tirne
o The In-File Delta Backup feature is not enabled an this account. Please be aware that files are being backed up in their entirety in thi... 09/05/2019 17:34:57
o Start [ AhsayOBM v&.1.1.50] 09/05/2019 173457 ™
€ saving encrypted backup set encryption keys to server.. 09/05/2019 17:34:57
o Start Backup ... [In-File Delta: Full] 09/05/2019 17:34:58
o Using Temporary Directory C:\Users\Administratoritemp!1567675046400\0B5@ 1567675101121 09/05/2019 17:34:58
© start running pre-commands 09/05/2019 17:34:58
o [Connect share] net use WW16_SPD2013\share 09/05/2019 17:34:58
o [Connect share] Local name 09/05/2019 17:34:58
o [Connect share] Remote name  YW16_5PD2013\share 09/05/2019 17:34:58
o [Connect share] Resource type  Disk 09/05/2019 17:34:58
o [Connect share] Status 0K 09/05/2019 17:34:58
o [Connect share] # Opens 1 09/05/2019 17:34:58
o [Connect share] # Connections 1 09/05/2019 17:34:58
o [Connect share] The command completed successfully. 09/05/2019 17:34:58
o [Connect share] 09/05/2019 17:34:58
o Finished running pre-commands 09/02/2019 17:34:58
o Downloading server file list... 09/05/2019 17:34:58
© Downloading server file list.. Completed 09/05/2019 17:34:59
o Start creating Shadow Copy Set. 09/03/2019 17:35:00
© shadow Copy Set successfully created 09/05/2019 17:35:02
©  Reading backup source from hard disk... 09/05/2019 17:35:03
o Getting all files which have been moved... 09/05/2019 17:35:04
o Getting all files which have been moved... Completed 09/05/2019 17:35:04
©  Reading backup source from hard disk... Completed 09/05201917:3504
o [New Directory]... C\UserstAdministrator\Desktop\New folder (3) 09/05/2019 17:35:04
Logs perpage |50 w Page |[1/2 w




Post-backup Command

A post-backup command is used to execute an action or process after a backup job. To
create a post-backup command, follow the steps below:

1. Click the [Add] button.

Post-Backup Command Line Tool

Existing custom commands to run after backup

= Add new post-backup command line tool

2. Assign a desired name to the post-backup command.

3. Click the [Change] button to locate the working directory of the command.

4. Input a command to be run after a backup job. In this example, the post-backup
command will disconnect a network drive after the backup process.

5. Click the [OK] button to save the created post-backup command, then click the [Save]
button to save the settings.
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